Z9-Sep-2817  Z21:81 - 4155348158 p.1

Hogan Lovells U3 LLP
Columiia Square

555 Thirteenth Straet, W
Washington, BC 20004

T +1 202 §37 5600

F 1202837 5810

www hoganiovells.com

Septernber 29, 2017
By Fax: 515-281-6771

lowa Office of the Allormey General
Consumer Protection Division
Security Breach Notifications

1305 E. Walnut Street

Des Moines, lowa 50318-0106

Re:  Incident Nolification

To Whom lt May Concern;

| am writing to you on behaif of my client, Cheddar's Casual Café, Inc. d/bfa Cheddar's Scratch
Kitchen {the “Company"), and pursuant to lowa Code §715C.2(9). to inform you of a data breach
resulting from a break-in at a locked corporate facility, from which computer equipment containing
certain personnel information, including Social Security numbers, was stolen on July 21, 2017. The
same day, the Company reperted the incident to law enforcement and began a rigorous investigation
to identify any potentially affected individuals. Amidst two hurricanes, the Company's investigation
included painstakingly recreating the data contained on the stolen equipment from back-up and
engaging data search experts to review this information,

Pursuant to lowa Code §715C.2(8), the Company is providing notice {o the lowa residents who may
have been affected by the incident, in substantially the form attached herelo, with mait distribution
beginning on or about September 29, 2017. In addition to providing the affected individuals with
information regarding credit reporting agencies, security freezes, fraud alerts, and other identity theft
prevention tools, the Company is-alse providing all affected individuals with twelve months of identity

protection services.

Please feel free to contact me if you have any questions or require additional information.

Sincersaly,

Charlie Wood

Associate
charlie.wood@hoganlovelis.com
b +1 202 637 8832
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U OX U444 To Enrolf, Please Call:
Dublin, Ohdo 430174044

B66-680-8650
<<FirstName>>» <<LastNames> Or Visit:
<<Address oe<< Address . ,
<< City>>, <xStatess <<Zips> wywidexpertscorp.tom/protect

Frrollment Code: IXXXXXXXXI]

<<Date>>
Dear <<FirstName>> <<LastName>,

What Happened

Early on July 21, 2017, there was a break-inat focked corporate facility for Cheddar's Scratch Kitchen in Texas that
resulted in the theft of several Iaptops and a hasd drive containing personal some team members' personal information and
very Himited guest information, The incident was promptly reporied.to the police and their investigation is angoing.

What Information Was Involved

While the investigation continues, our curcent understanding
in the incident likely includes your Social Security number; ¢
address, and telephone number: other employment-rel
some cases, a photocopy of your I may have been 3

is that the personal information that may have been invaltved
ortact information, such as your name, address, emaijl

ated information and limiled guest information, if applicable. In
reluded. We regret-that your personal information may be affected.

hat We Are Doing
Upon learning of the incident, we immediately contacted law enforcement, and we are coopérating in the investigation of
this {lfegal activity. In addition, we are taking steps to review security practices in order to help prevent this type of

ingident from oceurring again. Privacy and secarity are responsibilities that we take seriousty.

YWhat You Can D¢

To help protect you, we are offering identity theft protection services through 1D Experts& to provide you with
MylBCare™ gt no cost 1o you. The 'folmw'ing MyIDCare™ identity protection services are availahle as of the date of this
notive, and you have untif [Enrollment Deadline] to sign up fora 12-month membership.

ID Experts Credit Monitorigg: This service includes monitoring through Experian credit burean for changes 1o
your credit file such as new -credit inquires, new accounts opened, deiinquent payments, improverments. in the
member’s credit report, bankrupteies, court judgments and tax liens. new addresses, new employers, and other
activities that might atfeet your credit record,

* I Experts Identity Theft Insurange: Identity theft insurance will refmburse you for expenses asseciated with
restoring your identity should you become a victim of identity theft. If your identity is compromised, the policy
provides coverage for uip to 81 million. with no deductible. from an A.M. Best *A-rated™ carrier. €

overage is
subject to the terms, limits, and/or exclusions of the policy.
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o 1Y Expents Fully Manaved Tdentity Recovery: 1D Expents® filly-managed recovery service provides you with
reeovery and. n:slomtwn for identity theft issues such as (bul not [imited to): Account Creation, Crimninal 1D Theft,
Medical Fraud, Account Tokeover, Rental Application, Tax Fraud, Benefit Fraud, Online Auction Fraud and
Liility Creation. This service includes complete (ringe processes 1f you report suspictous activity, 8 persofially
assigned 1DCare Specialist to fully manage recovery and restoration for your ¢ase, and expert guidance provided
if you have guestions about id theft ond protective measusies..

To eniroll in the services, you will need to provide your personal information to 1D Experts. You may sign up online at
wyaw idexpertscorp.comdprotect or by calling IDExpetts at 366-680-8659, Monday through Friday frany 8 am- 8 pm

Easlern Time, You will need to reference the enrollment code af the lop of this notice, when calling or enrolling on the
website, 30 please do not discard this letter,

Onice you have completed your enrollment, you will receive a welcome letter by email {or by mail if you do.not provide
an email address when you sign up). The welcome tetter will direct you to the exclusive ID Experts” Member Website
where you will find other valuable educational information. Please note that additionsl steps may be required by vou in
order to activate monitoring options.

If you have enrolled with 1D Experts and identity or are aleried to any suspicious items. on your credit report, please
contact 1D Experts immediately by calling or by visiting the 1D Experts’ Member Website and file a theft report. I you
file o theft report with TD Exreﬂs you wdl be corilacted by a-member of the Recovery Depariment who will help you
determine the cause:of the suspicious items, In the unlikely event that you experience identity thelt as aconsequence of

this incident, you will be assigned an ID Experts RLcuvcry Advecate who will work o yeur behalf to identify, stopand
reverse the damage qaickly.

Even if you choose not to enroll in the services, we recommend that you remain, vigilant and take steps 1o protect yoursslf
from identity thefl by reviewing your account staternents and by checking your credit report frorm one or more of the
national eredit reporting agéncies periodically, You are entitled to obtain a free annual credit repart from each of the
nationwide credit reporting companies -— Equifax, Experian, and TransUnion. To do so, please o to

www . anmialereditreport.com or call 1-877-322-8228. 11 you notice any suspicious activity, you should promptly report
such activity to the proper law enforceinent agencies.

If you have a Social Security number that was involved, we recomimend that you place a fraud alert on your credit files.
You may add a fraud alert 1o your credit report file to make it meore difficult for someone to gat credit in your name by
requiring crediors to follow certain procedures. Itanay also delay your ability to obtain eredit. No one'is allowed to place
afraud alert on your credit report except you, 5o if you elect to do so, please follow the instructions below to placs the
alert. To placea fraud alert on your file, contact one of the three hationwidé credit reporting agencies: the first agency that
processes your fraud aler will notify the etherstordo so as well. You may also add a security freeze to your credit report
file to prohibit a credil reporting agency from relfeasing information from your credit report without your prier writien
suthorization. In seme casés, agencies may charge a fee to place or remove such a freezs.

Eguifax Experian TranstUnion

800.525.6283 B88.397.3742 BOOLGRO.T28Y

P.O. Box 740241 P.O.Box 9532 Fraud Victim Assistance Division
Atlzata, GA 30374 Allen, TX 75013 PO, Box 6790

www.eauifax.com

wWW . experian.com Fullerton, CA 92834
Www iransunion.com

When you receive your credit reports, review them carefully. Leok for accounts or creditor inquirics that you did net
initiate or do not recognize. Look for information, such as home address and Social Security number, that s not accurate,
If you see anything you do not understand, call the credit reporting agency at the telephone number on the repon., and
promptly repott any suspicious activity or suspected identity thefl to the proper law enforcement authorities, including
local law enforcement, your state's attorney general andior the Federal Trade Commission {"FTC™).
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