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Office of Attorney General via First Clags Maih
State of lowa ‘ % 2
Hoover State Office Bidg. e
1305 E. Walnut & =

Pes Moines, |A 50319

Dear Attorney General:

We are writing to notify you of a possible unauthorized access of personal information involving 751
lowa residents. The affected residents will receive written notification via First Class Mail, a sample copy
of which is attached (without multi-page appendix of State Attorneys General contact information).

WorldVentures Marketing, LLC {"Company”) recently discovered an unauthorized access to Its computer
servers that could have occurred at some time between October 23, 2012 and March 14, 2013,
Company learned of this unauthorized access on March 18, 2013. The computer servers contained
general payment cardholder information for Company customers and representatives. No payment card
security codes, track codes, personal identification numbers or other sensitive authentication data are
stored by Company; therefore, such information was not available for access. Company has no evidence
indicating that the payment cardholder information was accessed and no evidence indicating that any
information was extracted. Company believes the risk of harm to those whose information was stored
on the servers is Jow and Company has ho evidence that the personal information has been used for
fraudulent purposes.

On becoming aware of the incident Company took immediate steps to contain the breach and initiated
an investigation, The software that was found vulnerable has been removed and will be repaired if
placed back in service. Company has also taken steps to implement additional security measures to
enhance its system software and architecture in addition to ensuring both the isolation and removal of
specific data from its servers, Company has been unable to determine the identity or location of those
responsible for the unauthorized access. Company has no evidence that the personal information has
been used for fraudulent purposes and does not intend to offer credit monitoring services to
consumers. Company has reported this incident to the Federal Internet Crime Complaint Center,

i am legal counsel for WorldVentures Marketing, LLC. For further information, please contact me
directly.

Very truly yours,

BrittonTuma

The Shops at Legacy | 7161 Bishop Road, Sulte 220 | Plano, Texas 76024
d. 460.635,13386 | § 972.787.3181 | m. 214.726.2608 | stuma@pitfontuma.com
www britfontuma.com
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B0 BowR2S
Sywmnes, Ga 58024

WORELIVPINTUREN

Jubn € Sample
125 Main Street
Aaybowm, U5 123456785

Bear Jabn £ Sample,

We ata writing to tatily you of an incident that Invelved bnaithorized access 1o our COMPULES servers in which
general payment cardholder information is stored. We wers recently made aware of this incident and it rmay
e involved your cardholder Information.

Alttinugh we do not have evidence that any information was extracted, we have established that your payrmsnt
card number and esplration date wore held onthe servers and would have been avatlable as a rasult of the
intrusion to our system. No card security codes, track codes, personal identification numbers or other sensitive
authentication data are stored by WorldVentures, therefore, such information was not available for access. The
estimated time this may have occurred was October 23, 2012, through March 14, 2013. We apologize for any
inconvenience that this moy have caused you.

It 5 hot certain that vour cardholder information was obizined or that any attempt wili be made to misuse
information that was on our servers, We balieve the risk of harm to youis low,

On becorning sware of the Incident we took immadiste steps to contsin the breach and initiated an
investigation. The software that was found vulnerable has been removed and will be repaired if placed back in
 service. We have aiso taken Steps to implement additions! security measures for our valued customers and

Representatives to enhance our system software and architecturs in additlon to ensuting both the isolstion ard
removal of spacific data from our servers,

For your security, we gncourage you to remain vighant in protecting yourself against incidents of fraud and
iduntity theft by reviewing your account staternrents for signs of any ususual or unatsthorized activity and
snonitoring free credit reports.

e
s
You siay obteh an anmal free sopy of your cradit teport by visiting www.anausloredireporncdm orcalling v =
toll-free at 18773228228, You may also reguest a free copy of your credit report from each of the three major %
comsummer credit taporting agensies In the United States by sending » written raquest to: Equifax, Experkan, and %
TransUnton, by regular, certified or overnight mail 4t the nddresses below, =t
Erpuifonc Exparion Transtinion 9*@
P.C. Box 740241 PO, Box 8532 Fraud Victlm Assistance Division e
Atlanta, GA 30374 Alten, TX 75013 P, Box 6790 ey
wiav.equifax.com WWLGRpaTiEn St Fullerton, CA 92834
R0OD-5235285 A88-387-3742 wiww ransunion.com
HOO-6R0-7280
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These consumer crediting regorthy agencias can also provids you information about fraud alerts and security
fraezas. A secusity frepze prohibits a credit reporting agency from releasing any information from a consumer’s
credit report without wiitten authorization. However, please be aware that placing a seturity fraeze on your
credit report may delay, interfere with, or pravent the timely approvst of any requests you make for new loans,
credit mortgages, employment, housing or other services,

if you have Beon 2 vickim of identity theft and you provide the oredit reporting agancy with = valid police report,
the creit reporting azency cannot charge you 1o place, temporarily ift, or remove a security freeze. In all othar
cases, a credit reporting agency may charge you upto $5.60 gach te place, temporarily ift, or permanently
rempve zsecurity freeze,

H# you are the victin ofidentity thelt, you have the dght to file a police report and obtain a copy of itto submit to
your craditors end othersthat may require proof of a erime. We encourage you to report any suspected
incletants of identity theft to local law enforcement, 1o vour State Attorney General, and the Fetleral Trade
Commission (FTC), Thesa autherities may alst provide you with additional information on how you can svold
fdentity theft. You may contact the FTE by calling L-EFPDTHERT (438-4338), visiting unline at

www. fregov/bopfedu/microsies/idethefty or by mall to identity Theft Clearinghouse, Feders! Trode Commission,
800 Pernsylvanta Avenue, MW, Washington, DC 20580. The contadt information for ench State Attormey
General is hnduded gt the end of this letrer,

WorldVantures values your privacy and deeply regrots that this incident ocourrad. We greatly apprediate your
patience, understanding and goodwill, vl we regret any incorverienee. You can call 1-855-865-4452 with any
yuestions you may have,

Sincerely,

The Menzgemert Team
WorldVertures Matketing, LLC
and its Affiliated Companlas




