HIJNTON e RECEINED HUNTON & WILLIAMS LLP

(\J KruelYe U 200 PARK AVENUE

W]]_J_lAMS NEW YORK, NY 10166-0005
1LOCT 1L PH 2:2L

TEL 212 =309 « 1000
. FAX 212+309+1100
CONSUMER PROTECTION DIV
LISA 1. SOTTO
DIRECT DIAL: 212 « 309 » 1223
EMAIL; Isotto@@hunton.com

October 9, 2014 FILE NO: 82423.000002

Director of Consumer Protection
Office of the Attorney General
1305 E. Walnut Street

Des Moines, 1A 50319

To Whom It May Concern:

In accordance with Iowa Code §§ 715C.1, 715C.2, I am writing on behalf of International
Dairy Queen, Inc. to provide you with notification regarding the nature and circumstances of
a recent data security incident.

International Dairy Queen recently learned of possible fraudulent activity on some payment
cards that may have been used at certain Dairy Queen locations in the U.S. Upon learning of
the issue, the company launched an extensive investigation and retained external forensic
experts to help determine the facts. Because nearly all Dairy Queen locations are
independently owned and operated, the company worked closely with affected Dairy Queen
franchise owners, as well as law enforcement authorities and the payment card brands, to
assess the nature and scope of the issue. As a result of the investigation, the company
discovered evidence that the systems of some Dairy Queen locations were infected with the
widely-reported Backoff malware that is targeting retailers across the country. The
investigation revealed that a third-party vendor’s compromised account credentials were used
to access systems at some Dairy Queen locations.

Based on the investigation, the company believes certain customers’ payment card
information may have been compromised as a result of this incident. The affected systems
contained customers’ names, payment card numbers and expiration dates. At this time, the
company has no evidence that other customer personal information, such as Social Security
numbers, PINs or email addresses, was compromised as a result of this malware infection.
The time periods during which the Backoff malware was present on the affected Dairy Queen
systems vary by location. Based on the investigation, the company is confident that this
malware has been contained.

Attached for your reference is a copy of the substitute notice posted on the company website
on October 9, 2014. Also attached is a list of the impacted Dairy Queen locations in Iowa for
which the company is providing this notification, along with the relevant time periods of
exposure to the malware. The company is not able to determine the number of Iowa residents
who might have been impacted by this issue. There were approximately 9,000 payment card
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transactions during the relevant periods of exposure at the affected Dairy Queen locations in
Towa that are listed in the attached addendum, The company has arranged to provide free
identity repair services for one year to customers who used their payment card at one of the
impacted Dairy Queen locations during the relevant time petiod.

If you have any questions, please do not hesitate to contact me.

Very truly yours,
(‘ 2 (\\ AV

Lisa J. Sotto

)

Enclosures



List of Impacted Dairy Queen Locations in lowa and Relevant Time Periods

fio

DQ Grill & Chil -Re.staurant
2101 Cedar Plaza Drive
Muscatine, 1A 52761-2201

Tuesday, August 05, 2014

Friday, August 29, 2014

Dairy Queen Brazier
2960 E. 53rd Street
Davenport, [A 52807-3011

Tuesday, August 05, 2014

Friday, August 29, 2014

DQ Grill & Chill Restaurant
108 8th Avenue N
Clinton, IA 52732-3816

Monday, August 04, 2014

¥riday, August 29, 2014

DQ Grill & Chill Restaurant
100 Center Pt Road
Hiawatha, IA 52233-1551

Tuesday, August 05, 2014

Monday, September 01, 2014




7505 tatio Boulevard

PO Box 390286
INTERNATIONAL DAIRY QUEEN, iNC. Minneapois, N 554300285

Telephone; (8572} 830-0200

October 9, 2014
Dear DQ and Orange Julius Customers,

International Dairy Queen, Inc. recently learned of a possible malware intrusion that may
have affected some payment cards at certain DQ® locations and one Orange Julius®
location in the U.S. Upon learning of the issue, we Jaunched an extensive investigation
and retained external forensic experts 1o help determine the facts. Because nearly all DQ
and Orange Julius locations are independently owned and operated, we worked closely
with affected franchisc owners, as well as law enforcement authorities and the payment
card brands, to assess the nature and scope of the issue. As a result of our investigation,
we discovered evidence that the systems of some DQ locations and one Orange Julius
location were infected with the widely-reported Backoff malware that is targeting
retaifers across the country. The investigation revealed that a third-party vendor’s
compromised account credentials were used to access systems at those locations.

Based on the investigation, we have established the following:

o The Backoff malware was present on systems at a small percentage of locations in
the U.S.

s The time periods during which the Backoff malware was present on the affected
systems vary by location. A list of impacted DQ locations and the one Orange
Julius location, as well as the relevant time periods, is available here.

¢ The affected systems contained customers’ names, payment card numbers and
expiration dates. We have no evidence that other customer personal information,
such as Social Security numbers, PINs or email addresses, were compromised as a
result of this malware infection.

e Based on our investigation, we ate confident that this malware has been
contained.

We deeply regret any inconvenience this incident may cause. Our customers are. our top
priority and we are committed to working with our franchise owners to address the issue.

We are notifying DQ and Orange Julius customers about this incident so they can take
steps to help protect their informatiop. You are entitled under U.S. law to one free credit
report annually from each of the three nationwide consumer reporting agencies, We
encourage you to remain vigilant by reviewing your account statements and monitoring
your [ree credit reports. If you believe your payment card may have been affected,
contact your bank or payment card issuer immediately. Additional information and
security tips are available here.



We are offering free identity repair services for one year to customers in the U.S, who
used their payment card at one of the impacted locations during the relevant time period.
Information on these services and eligibility can be found here.

If you have any questions about this issue, please call us toll-free at 1-855-865-4456,
Monday through Saturday from 8 a.m. CT to 8 p.m. CT.

We sincerely apologize for any inconvenience this may have caused you.

Sincerely,

John Gainor
President and Chief Executive Officer
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Prass Release FAQ Affected Stores & Dates Additional Information

. We encourage affected custormers to take the'fdnc_wén_gf_sitejpsz'-. S al

; _: Trade Commiss;ons ( FTC ) webstte at W, ceneumer ftc gov and man Ei to Annual Credlt Report RN
* Request Service, P.O. Box 105281, Atlante, GA 30348-5281; The three nationwide consumer reportmg g
'_:ageneies provzde free annua! cred;t reporie only through the web51te tel!-free number or request form L :

_ '.:When Yyou recefve your credit report, review it carefully, Look for accounts | you did not open. Look in the el

mqu riee seenon for namee of credx%ors from whom you haven't requested credlt Some companzes biii j:-_

':te]i you when that i is the case. i.ook in ihe pereanai mformaﬂon" section for any. maccuracaes in your

information’ (such as home address and Sociai Security number) If you see anythmg you do not i

. understand call the consumer reportmg agency at the: teiephone number or; the repoﬁ Errors in 'EhIS L
information may be a warnmg 5[gﬂ of p035 b!e ideﬂtli’y theft You shouid notzfy the consumer repcmng DR

: 3':_fagencses of any inaccuracies in your report Whether due io LITOT OF f{aud as. soon as pOSs bie so the
e mformatlon can be mvestigated and if found to be in error corrected if there are accounts or charges

: : _.you dad not authorize, ammedlateiy notify the appropnate consumer reporimg agency by tel ephone and m '
' _wrat ng. Consumer repor%mg agency staﬁ wH review your report with you, If the mformat ion can't be L

N j'zzfexpiamed then you will need to call the cred;tors mvolved ;nformanon that cant be explained: asso o

& _sheuid be {epoﬂed to ycur Ioca! pohce er sher ﬁ“s offsce because t may SIgnai crtmmal actzv:ty

" one of the impacted Dairy Queen Iocatlons or the one ;mpacted Oraﬂge JuE;us iocatlon dunng the relevant - -
- time period adent ity repair serwces (AlCIsar SECURE) from ANICH ear 1D for one year at no cost fo them. =~

| '-These services staft on October 9; 2014 and will be availeble at any time durmg the next 12 months. S
- These services provide affected customers with a ded:cated investigator to assist them wi ith fr‘aud related e
-'fsssues arising from this mmdent These serwces are automaﬂ{;ai y ava;labie to aﬁected custemers and no '_ - :

enraliment is: requlred Aﬁected customers may receive these fraud ass;etance serwces by ca Ilng 1 855-_'_ e :5.'_

_'865 4456,



3 epgg Enc:ﬁengs !fyeu detect any unauthcrlzed transacticns ina fnanc;ai account promptiy ﬂotsfy your

S payment card company 0;‘ fmanma% mstxtut:on If you cieiect any mc;dent of ldant ty theﬁ: or. fraud prempt]y
— tdentlty has been stolen the FTC recommeﬂds that you take these sieps """ - SRR S
e 'C[ose the accounts that you have confrmed or believe have been tampered With or opened frauduienty Use SR
= the FTC's iD Theft Affdavxt (avat%able at www ftc govldtheﬁ) when you daspute new unauthonzed accounts .

;_'theﬁ and how to repair identity the?'t e i
" Federal Trade Commission - "o - e
. 'Consumer Response Center '_ ' T
2 800 Pennsy]vanai\venue NW i e e
" Washington, DC 20580 .:f E T I S e T e e
. 1-877-IDTHEFT {438 4338} R D e
e ﬁwww fto, gcvhdtheﬁ:f i

- You can coniac:t the FTC io Ieam more at}out hQW to pratect yourself from becommg a vzctim of ideniliy

S File. To proteot yourseif from pcss bie xéent;ty theﬁ
com51der placmg a fraud aiert on your cret:itt fite. A fraud aiert helps protect you against the passnbmty of e
Ciean 1den§aty thief openmg new credit accounts | in your name. ‘When a merchant checks the credit history of AR
" *someone applying for tredit, the merchant gets a notice that the applicant may be the victim of identity -
- theft. The alert nctlfses the merchant to take steps to veﬂfy the zdent ty of the apphcant You can place . a’
- fraud alert on yeur credit ;'eport by, calhng any one of the to!lmfree n&mbers pmvtded below. You will reach; N
an automated telephone system tha‘{ aliows: you i ﬂag your fsle wih a fraud aiert at aEi three consumer L -
': re;zort ng agenc;es For more mformat on on fraud aierts you aéso may contact the FTC as descnbed e

“i 7 above.

Equsfax '-  : o Equsfax Credlt !nformatmn Servuces inc _1'7_80:{}_—:525—562.8_5.fi'5;_'}'Q};w»équi‘f_ax.f;qm_"
o f-:P{) Box 740241 R L
: 1‘-3_-_Atianta GA 30374 _
Experian Expenan inc. ;:;“;'f_f”f_ - 1888 397 3742 www.experian.com
“j'Aien TX ?5013
“ TransUnion " ° f_TransUn:on LLC Lo 1-B00-BB0-7289 - wwaw.iransunioncom

P O Box 2000 -

AR mmgm a Securatv Freeze on Ysur Credzt File. You may wsh to place a securxty freeze
'-"'_':(also known as a ‘credit freeze ) on your credit fiEe A secunty freeze is desagned to prevent potential .
L creditors from acczessmg your cred t file at the consumsr fepcrtmg agencies without- your consent. There.
may be fees for placing, lifting, andfor r@movsng a secunty f;feeze which general%y range from $5-820 per
- action. Uni;ke a fraud a:’@n‘ you musi piace a secuufy freeze on your credrt f:!e at each consumer S
L :reporfmg agency mdrwduaiiy For more mformatlon on secunty freezes you may ccmtact the three o




© o U nationwide consumer reporting agencies or the FTC as described above As the instructions for
LR "estab]sshmg a secuﬂty freeze daffer from state to state please contact the three nationW{de consumer
o _reportmg agenc&es to flnd aut more mformaz i = : SRR

: '3_3example you may be asked to prowde o
e _Your fuii name thh m:ddle n;trai ancl genera%mri {such as Jr Sr EI EEE}

f»_ Your. Socaal Seourty number
g _'4':Your da%e of birth '

. Addresses whereyou have Elved over %he pastfve years : | B e fﬁ;f' ; :::_ ::;:-'_Eiﬁ_'i' :

=A legib!e copy ofa govemment—issued |dentlﬂcat on card (such as a state drvers hcense or mliitary ED card)

o . :Pmof of you;f current fesadenilai address (such as a cun’em utllxty bElE or. accoum statement)

L E_Z-Z_Qabc}ut steps you can take fo avoid identa’zy 2heft You may contas;t the Mary!and Attcrney General at
© I Maryland Office of the Atforney Genera! : PR s
'.'-:;.Ccrzsumer Proiectioﬁ Drws:on el T

200 8t Paul Place, | e T :

-1 “Balfimore, MD21202 '533_- e SO,

[ (888) 743-0023 (tol -free in Maryland} S e
S (A10) 5766300 L i
- _-_Wwwoag_statemd us - ::;; fjig':".-ﬂ'f' ST R T

; _-:'f Q Mggggg §ggg§ esi ggmg You have the rsgh’{ to obiam a pohce repo;t anci request a secur;ty
' freeze. The consumer reportmg agenmes may charge you a fee of up.to $5 o place a securzty freeze on

8 fyeur accaunt and may require that you pmwde cer%am personal mformatton {such as your name, Social < e
_Securziy number date of blrth and address) and proper identiflca‘ilon (such as a copy of a governmentﬂ B

_MMNMM You can obtam mformatxon from the North Carohna Attomey Generais R
-~ Office about: preventing Identity theft. You can contact the North Carot ina A‘itomey General at:.
3 _Nc}rth Carolina Attorney Generals Oﬁice S '
8001 Mail Service Center ' SRR
. Raleigh, NC 27899-9001 N I R
- (877).566-7226 (toli-free in North Carolma) T R
.__._.(919) ?16-6400 e e
Sh www.nedolgov
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| ":f-'*;Dean A Peters : i

B Assocaate Vi ce P'ressdent of Ccmmumcatsons ; Amencan Danry Queen Corporatron

A fFOR H\:‘EMEDIATE RELEASE
EOctober g 2014 :

i 7505 Mefro Blvd. | Minneapolis, MN 65439 0286
' -f3--_.1(952} 83{} 02{}4 E dear‘z peters@sdq c:om

ENTERNAT;QNAL 'DAiRY QL}EEN coi\zf:iws M&LWARE immus;or\; AT SQME u s
LOCATIONS -

L and one Orange Juhus® !ocat;on in the U s, had been snfected wth the wadely reported Backoff maiware

“thats targetmg r@taslers across the coun%ry The company prewousfy md:cat@d that it | was. mvestlgatmg a’ S

' 'iposssb fe maiware mtrusron that may have affected some payment cards used at certam DQ locations in E

the US. Upcm ieam ing of the issue, ‘the. company conducied an extenslve snvestigatxon and retained” - :
extemai forensu: experts to help determme the facts Because ‘nearly all DQ and Orange Julius. !ocahcns . ;

are mdependentiy owned and operated the company worked ciosaiy w;th affected franchise owhers, as
. ..'_Weéi as law enforcement authorities and the payment card brands to assess the nature and scope of the

&

B _-'--xssue "E“he mvesttgatlon revealed that @ th rd party vendors comprom sed account credemiais were used el
: :to access sys?ems at some ioca’tsons ' o B LT 5

| ::';'_ The mvestagaﬁen has estabhshed the fo!lowmg _ S . o
' The Backoff maiware oniy impacted payment card da’ta at 395 of the more thaﬂ 4 5@{} u. S Socations i

. ':The nme penods dunng whi ch the Backoff malware was present on the re!evant systems vary by !ocat on A
o list of ampacted ioca‘ﬂons as. weli as the relevant t|me penods is. avaiiable at Sl e R
."www dq ccm/{jatasecuatymcsdenti s LR T O AT

e The affected systems coniamed payment card cuséiomer names numbers and explratlon dates The company
3 -3'._'fhas no ev dence that Gther customer persona! znformatron such as Scc;ai Securlty numbers PINS or emait



addresses Was compfomrsed as a resuit of thxs malware mfectzon

. Based m our mvestlgaﬂon we are conﬂdent tha’{ thls maiware has been coniamed ' i e -

: 8 We are commffted io Workrng W;fh and Suppomrzg car aﬁ’ecfed DQ and Orange Juifus franch:se owners to: o S ;
i '3': address tms mcro’enf sa;d John Gamor pres;dent and CEO of intemaf;onaf Dalry Queen “Our customers. Ly

' ':'::'j_ customers i the U S who used the;r paymeﬂi card at one of ‘Ehe mpacted DCz iocatzons or: the one L
_ :Orange Jué:us ]ocat;on durmg the relevanttme penod The company has posted mfermation about these R
- services.and other steps ’that af*fected DQ and Orange Juhus customers can take to he!p pmteet Sl
"'themselves on the company’ swebszte at’ Www. dq comleﬁatasecuntymc;deriti S el :-:_ - o
Abeui intemai;onat Gairy Queen Enc : e

B 1:_§nternat:ona§ Da;ry Queen Enc is the parent company of Amencan Dalry Queen Corporatton (ADQ) and L
o _Orange Juhus of America whtch are headquaftered in M nneapohs Minn., and Wh ch deveicp license and
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