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September 5, 2023 

 

RE: Notice of Data Event 

 

Dear Sir or Madam: 

 

We represent Vivendi Ticketing US LLC d/b/a See Tickets (“See Tickets”) and are writing to 

notify your Office of a compromise that may affect the security of certain personal information 

relating to 1,396 Iowa residents. The investigation into this matter is ongoing, and this notice will 

be supplemented with any new significant facts learned subsequent to its submission. By providing 

this notice, See Tickets does not waive any rights or defenses regarding the applicability of Iowa 

law, the applicability of Iowa data event notification statute, or personal jurisdiction. 

 

Notice of Data Event 

 

In May 2023, See Tickets became aware of unusual activity on certain of its e-commerce websites.  

In response, See Tickets began working with third-party cyber forensic specialists to determine 

the nature and extent of the compromise, secure its websites, and identify what information may 

have been affected and to whom it relates. 

 

In May and June of 2023, See Tickets’ third-party cyber forensic specialists determined that an 

unauthorized party(ies) inserted multiple instances of malicious code into a number of its e-

commerce checkout pages resulting in unauthorized access to, and acquisition of, certain customer 

payment card information used to make purchases on the websites between February 28, 2023 and 

July 2, 2023. Once the forensic specialists determined the dates of compromise, See Tickets took 

steps to identify potentially impacted customers who made purchases during this time period. This 

process completed on July 21, 2023, See Tickets moved quickly to notify impacted individuals.  

 

Please also note that as part of its response to this compromise, See Tickets took steps to implement 

additional safeguards to further protect the security of payment card information on its websites. 

Additionally, See Tickets notified law enforcement. 
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The information impacted includes the cardholder’s name, address, and payment card information.  

 

Notice to Iowa Residents 

 

On September 5, 2023, See Tickets began providing written notice of the compromise to 

potentially affected individuals, which includes 1,400 Iowa residents. Written notice is being 

provided in substantially the same form as the letter attached hereto as Exhibit A. 

 

Other Steps Taken and to be Taken 

 

Upon discovery of the compromise, See Tickets moved quickly to investigate and respond to the 

compromise, assess the security of its systems, and notify potentially affected individuals. See 

Tickets also reviewed its existing policies and procedures and implemented additional safeguards 

to further secure its systems and the information contained therein. 

 

Additionally, See Tickets is providing individuals with guidance on how to protect against identity 

theft and fraud, including advising individuals to report any suspected incidents of identity theft 

or fraud to their cred card company and/or bank. conducted a diligent investigation to confirm the 

nature and scope of the compromise. See Tickets is providing individuals with information on how 

to place a fraud alert and security freeze on one’s credit file, information on protecting against tax 

fraud, the contact details for the national credit reporting agencies, information on how to obtain a 

free credit report, a reminder to remain vigilant for incidents of fraud and identity theft by 

reviewing account statements and monitoring credit reports, and encouragement to contact the 

Federal Trade Commission, their Attorney General, and law enforcement to report attempted or 

actual identity theft and fraud.  

 

Although there is no evidence to suggest the personal information involved in this compromise 

has been fraudulently used, See Tickets is nevertheless providing individuals with access to twelve 

months of complementary credit monitoring and identity restoration services through Kroll.  

 

Contact Information 

 

Should you have any questions regarding this notification or other aspects of the compromise, 

please contact me at (215) 656-2453. 

 

Sincerely, 

 

 
 

Ron Plesco 














