
Wise
30 w 26th Street

6th Floor
New York, NY 10010

Brenna Bird
Iowa Attorney General
Hoover State Office Bldg. 1305 E. Walnut Des Moines, IA 50319
Email: consumer@ag.iowa.gov

Dear Attorney General Brenna Bird,

This is to inform you of a data breach relating to Evolve Bank & Trust (“Evolve”), a former US
banking partner of Wise US, Inc. (Wise). This is part of a wider industry incident which has
impacted several financial institutions in the US and globally, where bad actors have released data
from Evolve on the dark web. This notification is being provided in accordance with [state name]
data privacy notification requirements.

Impacted Partner and our Relationship with them

Our arrangement with Evolve ended in November 2023. Between October 2020 and November
2023, Evolve was issuing USD account details to Wise US Inc. (“Wise US”) customers. In order for
our customers to obtain access to these USD account details, specific customer personal data had
to be shared with Evolve, and it is this data which may be part of the data breach.

Status of Investigation

On 27th June 2024 at 03:16 hrs EST we were able to verify that the compromised data regarding
Evolve’s data breach includes some Wise customer data.

We are still not in a position to confirm the scope and extent of the impact for Wise including the
number of Wise US customers impacted. In consideration of the services provided by Evolve and
data exchange that occurred between our companies, the following data types could have been
impacted:

Names; DOB; Social Security Number, Full address; request of USD Account details date;
Phone number; Email; Information relating to ID documents used for KYC purposes, such
as, document numbers, issuing country and expiration date.

No credentials, passwords, or PIN relating to Wise customer accounts were available to Evolve
and are therefore not in the potentially compromised data set. Wise systems remain secured and
have not been compromised by this data breach. Additionally, our customers’ money is safe as the
relationship with Evolve ended in November 2023 and Wise does not hold any money with them.

As a result, the main potential risks we identify for our impacted customers would be fraud, such as
phishing, or identity theft.
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Steps Taken to assist potentially affected customers

While we are still awaiting confirmation regarding the specific customers affected, and the exact
data types compromised for each, we are proactively reaching out to those who held USD
accounts with Evolve to provide information on safeguarding themselves against fraud such as
being vigilant against phishing attempts monitoring financial activities. Additionally, for potentially
impacted customers we have offered complimentary credit monitoring with identity theft detection
services.

We have attached a copy of the email communications sent to customers for your information.
Furthermore, we have also sought further information from Evolve about the impact of the incident
and steps they are taking in response.

Contact Information

For any inquiries or further information regarding this incident, please contact Simran Kaur
(Compliance Director) and Naveed Fazal (Legal Counsel) via email, listed below.

Sincerely,

Simran Kaur
Compliance Director
Wise US Inc.
Email: Simran.kaur@wise.com

Cc: Naveed Fazal
Senior Legal Counsel
Wise US Inc.
Email: Naveed.Fazal@wise.com
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