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Via electronic-mail: consumer@ag.iowa.gov 

 

Attorney General Brenna Bird 

Office of the Attorney General 
  

 

Re: Client:    Emmer Bros., LLC 
Matter:   Notice of Data Security Incident  

 

Dear Attorney General:  

  
We represent Emmer Bros., LLC (“Emmer”), which is located in Norfolk, Nebraska.  Our 

representation of Emmer relates to a data security incident described in more detail below. Emmer 

takes the security and privacy of the information in its control seriously, and has taken steps to prevent 

a similar incident from occurring in the future.   

  
This letter will serve to inform you of the nature of the security incident, the number of Iowa residents 

being notified, what information has been compromised, and the steps that Emmer has taken to restore 

the integrity of the system. We have also enclosed a sample of the notification made to the potentially 

impacted individuals, which includes an offer of free credit monitoring.   

 
Nature of the Security Incident 

  

On August 4, 2022, Emmer detected suspicious activity within its network environment.  Upon 

discovery, Emmer immediately engaged a law firm specializing in cybersecurity and data privacy to 

investigate further.  Additionally, Emmer engaged third-party forensic specialists to assist Emmer in 

its analysis of any unauthorized activity.  The investigation concluded on May 18, 2023. While the 

potentially impacted information varies by individual, the investigation concluded that certain 

personal information – including names and addresses, and in some instances date of birth, social 

security number, driver’s license/state identification card number, financial account number, and 

payment card information – were accessed by an unknown party that is not authorized to handle or 

view such information.   
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At this time, Emmer does not have any evidence to indicate that any personal information has 

been or will be misused as a result of this incident.   

Number of Iowa Residents Affected 

  
A total of 971 residents of Iowa have been identified as potentially affected by this security incident. 

Notification letters to these individuals were mailed on May 30, 2023, by first class mail. A sample 

copy of the notification letter is attached.   

  
Steps Taken 

  
Upon detecting this incident, Emmer moved quickly to initiate a response, which included conducting 

an investigation with the assistance of IT specialists and confirming the security of the network 

environment. Emmer also reviewed and altered policies, procedures, and network security software 

relating to the security of systems and servers, as well as how Emmer stores and manages data.   

  
Emmer offered free credit monitoring and identity theft protection services to all potentially affected 

individuals.    

 
Contact Information 

  
Emmer remains dedicated to protecting the sensitive information in its control.  If you have any 

questions or need additional information, please do not hesitate to contact me at 

Ross.Molina@LewisBrisbois.com or 504.267.2211.  
 

 Sincerely, 
 
 
 
 
Ross M. Molina of 
LEWIS BRISBOIS BISGAARD & SMITH LLP 

 












