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March 19, 2024 
 
Consumer Protection Division 
Security Breach Notifications 
Office of the Attorney General of Iowa 
1305 E. Walnut Street 
Des Moines, Iowa 50319-0106 
consumer@ag.iowa.gov  
 

Re: Notice of Data Breach 
 

To Whom It May Concern: 

Pursuant to the requirements set forth under Chapter 715C of Iowa’s Personal Information 
Security Breach Protection Act, this letter serves as notification on behalf of BioLife Plasma 
Services L.P. (“BioLife”), an organization that operates plasma donation centers and is located in 
Bannockburn, Illinois, of a recent data breach that potentially impacted the personal information 
of one thousand five hundred and twenty nine (1,529) Iowa residents, resulting from a threat actor 
conducting a credential stuffing attack on BioLife’s Donor Scheduling System.  The potentially 
impacted personal information may include: the individual’s name, date of birth, address, email 
address, plasma donation date, the date of the most recent BioLife physical exam, and phone 
number. 

On or about February 6, 2024, BioLife discovered an increase in the number of failed log-in 
attempts on its Donor Scheduling System at biolifeplasma.com/login.  The BioLife security team 
immediately investigated the incident and determined that beginning on or about January 31, 
2024, the Donor Scheduling System was the victim of a credential stuffing attack.  BioLife is 
aware that the unauthorized party did access and redeem loyalty rewards program points for some 
donor accounts. BioLife issued a password reset for all affected donor accounts on February 7, 
2024 and sent an email to its users on February 13, 2024 encouraging secure online practices.  
BioLife’s investigation ended on or about February 16, 2024 when it was able to identify which 
accounts were impacted. 
 
BioLife will notify all impacted individuals on or about March 18, 2024. A sample of the 
notification provided to potentially impacted individuals is attached hereto.  Notably, BioLife 
immediately replenished any loyalty program points that were impacted.   
 
In order to help protect the information of potentially impacted individuals, BioLife has taken the 
following steps: 

 Issued a password reset for all user accounts; 
 Added additional computer security protections and protocols to ensure that personal 

information is protected from unauthorized access, including increased password security 
requirements and offering multi-factor authentication; 

 Notified major media outlets, as required by the FTC Health Breach Notification Rule; 
 Notified law enforcement of the breach; and 
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 Posted notice on its website to ensure that all potentially impacted individuals are aware 
of the breach. 
 

BioLife understands the importance of safeguarding personal information and takes that 
responsibility very seriously. BioLife will do all it can to assist any individuals whose personal 
information may have been compromised and help them work through the process.  

If you have any additional questions about this incident, please contact [Hee Smith, Counsel at 
BioLife via email at hee.smith@takeda.com or via phone at (443) 315-7094.] 

 
Sincerely, 

Sincerely,  

 
 
Hee Smith, Counsel 
BioLife Plasma Services, L.P. 
 
Attachment: Sample Individual Notification Letter 
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