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Des Moines, Iowa 50319-0106 
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Re: Delta Dental - MOVEit Data Breach Notification 
 
 
Dear Counsel: 

We represent Delta Dental of California (“DDC”) and affiliates1 (collectively, “Delta Dental”) and 
write to make notification to your office of the MOVEit data breach which has impacted Delta 
Dental, certain of its covered entity clients, and certain individual plan participants. As explained 
in greater detail below, this notification is being provided on behalf of Delta Dental and on behalf 
of Delta Dental’s covered entity/data owner clients with individuals in your state who were 
impacted by the MOVEit data security incident. 

We provide the following narrative about the MOVEit Incident and Delta Dental’s investigation 
and response thereto.  

On June 1, 2023, Delta Dental received an alert from Progress Software Corp. (“Progress 
Software”) that their MOVEit Transfer software contained a previously unknown, zero-day 
vulnerability. Delta Dental immediately began a forensic investigation, using known indicators of 

 
1 The Delta Dental of California enterprise includes its affiliates Delta Dental Insurance Company, Delta 
Dental of the District of Columbia, Delta Dental of Delaware, Inc., Delta Dental of Pennsylvania, Delta 
Dental of New York, Inc., Delta Dental of West Virginia, and their affiliated companies, as well as Dentegra 
Insurance Company, Delta Dental of Puerto Rico, Inc., and the national DeltaCare USA* network, and 
covers enrollees in all 50 states, plus Washington, D.C. and Puerto Rico.   
 
*DeltaCare USA is underwritten in these states by these entities: AL — Alpha Dental of Alabama, Inc.; AZ 
— Alpha Dental of Arizona, Inc.; CA — Delta Dental of California; AR, CO, IA, MA, ME, MI, MN, NC, ND, 
NE, NH, OK, OR, RI, SC, SD, VT, WA, WI, WY — Dentegra Insurance Company; AK, CT, DC, DE, FL, GA, 
KS, LA, MS, MT, TN, WV — Delta Dental Insurance Company; HI, ID, IL, IN, KY, MD, MO, NJ, OH, TX — 
Alpha Dental Programs, Inc.; NV — Alpha Dental of Nevada, Inc.; UT — Alpha Dental of Utah, Inc.; NM — 
Alpha Dental of New Mexico, Inc.; NY — Delta Dental of New York, Inc.; PA — Delta Dental of 
Pennsylvania; VA — Delta Dental of Virginia. Delta Dental Insurance Company acts as the DeltaCare USA 
administrator in all these states. 
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compromise (“IOCs”) provided by Progress Software, to determine if there was any evidence of 
unauthorized access or exfiltration resulting from the vulnerability. Over the next 24 hours, Delta 
Dental’s cybersecurity team implemented all patches and updates provided by Progress Software 
for their MOVEit software. The immediate investigation did not reveal evidence of data access or 
exfiltration based upon the known threat indicators and IOCs at this time, but Delta Dental 
continued to monitor the incident and its MOVEit server.  

On July 6, 2023, new threat intelligence regarding the MOVEit campaign was publicly disclosed 
by Progress Software. Using this new intelligence, the Delta Dental cybersecurity team 
discovered forensic evidence to suggest that IP addresses then-associated with the threat actor 
group had accessed the MOVEit Transfer server used by Delta Dental between May 27, 2023 
and May 30, 2023. This was the first time Delta Dental had discovered any evidence suggesting 
that data may have been accessed and exfiltrated without authorization from its MOVEit servers. 
Though Delta Dental had discovered evidence suggesting evidence of exfiltration, Delta Dental 
did not know at that time how much data had been exfiltrated, to which Delta Dental entity or 
covered entity client the data pertained, the specific data files or pieces of information that had 
been impacted (and, in particular, whether they contained personal information or protected 
health information), or, critically, to whom any of the impacted information belonged. 

Three business days later, on Wednesday July 12, 2023, Delta Dental publicly alerted its plan 
participants that it had been a victim of the MOVEit campaign and that information processed and 
stored by Delta Dental may have been impacted. This notification alerted both fully insured Delta 
Dental members and self-funded covered entities for which Delta Dental serves as a business 
associate.2 

Due to the sophisticated and complex nature of the attack, Delta Dental and its third-party experts 
in forensics, data collection, and data analysis had to spend considerable time in order to perform 
a thorough and detailed analysis of the incident. This included analyzing relevant log data and 
impacted information in order to determine what data had been impacted, which individuals had 
information impacted, and what pieces of information were impacted for each individual. 

On September 5, 2023, understanding that its data mining and data identification analyses was 
going to continue to take its third-party experts at Kroll some more time, and wanting to ensure 
potentially impacted individuals and plan participants were further informed of the incident and 
could take steps to protect themselves, Delta Dental made the decision to issue substitute notice 

 
2 DDC and certain of its affiliates are both covered entities in their own right and also business associates 
to certain of their covered entity clients. More specifically, DDC and its affiliates are covered entities as it 
relates to their fully-insured plans, and they are business associates as it relates to their self-funded plans, 
in which case the corporate customer (who owns the self-funded plan) is the covered entity.  In this case, 
the MOVEit data breach (described above) impacted personal information belonging to individuals who 
participate in Delta Dental fully-insured plans (whereby DDC and its affiliates are the covered entities) and 
also impacted personal information belonging to individuals who participate in Delta Dental self-funded 
plans (whereby DDC and its affiliates are the business associates and the corporate owners of the self-
funded plans are the covered entities). Because the MOVEit data breach impacted individuals who are 
participants in Delta Dental’s fully-insured plans, as well as participants in its self-funded plans, DDC and 
its affiliates had notification obligations both as a covered entity and as a business associate.   
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of the MOVEit incident on its website.  This substitute notice was drafted with Delta Dental’s data 
breach counsel (from Clark Hill) to align and reconcile with the statutory content requirements of 
all the state data breach notification statutes with content requirements. 

On November 27, 2023, Delta Dental’s data mining and analysis work concluded and, it was on 
that date, that Delta Dental was able to identify all of the files and pieces of information impacted 
by the MOVEit data breach, to whom each file and/or impacted piece of information belonged, 
and the covered entity and/or business associate requiring notification. At that time, with the 
assistance of its data breach counsel from Clark Hill and its data analyses and notification experts 
from Kroll, Delta Dental worked to prepare written notification to impacted individuals and Delta 
Dental’s covered entity clients.   

On December 14, 2023, Delta Dental issued written notification to impacted participants in Delta 
Dental’s fully insured plans, for which Delta Dental is the covered entity. (A copy of the template 
notification letter utilized by Kroll for impacted individuals is attached hereto.) On the same day, 
Delta Dental, as a business associate, issued written notification to its self-funded covered entity 
clients with plan participants impacted by the MOVEit data breach.  These self-funded covered 
entity clients were given access to a notification portal operated by Kroll whereby they could view 
the resources Delta Dental was providing to them and impacted individuals relating to the MOVEit 
data breach and could make elections about whether they wanted Delta Dental to make 
notification on their behalf to their impacted plan participants and applicable state and federal 
regulators. Following Delta Dental’s notification to its covered entity clients, as covered entity 
clients elected to have Delta Dental make notification to their impacted plan participants, Delta 
Dental, with the aid of Clark Hill and Kroll started performing data reconciliation against the NCOA 
data base (to determine the accuracy of contact information identified for each impacted individual 
and the states in which they reside) and thereafter issuing direct, written notification to those 
impacted individuals. Delta Dental offered all impacted individuals 24 months of free identity theft 
protection and monitoring services through Kroll. Notification of the population of impacted 
individuals for which Delta Dental is the business associate commenced on December 15, 2023 
and proceeded through March 7, 2024 (as covered entity clients delegated such notice to Delta 
Dental).   

Following that notification process and the data mining and NCOA reconciliation processes 
performed by Kroll for Delta Dental, Delta Dental was able to determine the total number of 
individuals impacted in your state. According to those processes, the total number of individuals 
impacted in your state by the Delta Dental-MOVEit data security incident is  24,915. Delta Dental 
has made notification to all impacted individuals in your state.  

As indicated at the outset, this notification is made on behalf of Delta Dental’s covered entity/data 
owner clients with individuals impacted by the MOVEit data security incident in your state (as well 
as Delta Dental itself as a covered entity), and is intended to provide your office with the total 
number of impacted individuals in your state (whether they were participants in one of Delta 
Dental’s fully-insured plans or participants in a self-funded plan of one of Delta Dental’s clients).    

In addition to the two categories of direct notification described above (to impacted individuals 
and impacted covered entity clients), Delta Dental also provided media notice on December 15, 
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2023 pursuant to 45 C.F.R. § 164.406 (to supplement its prior substitute notice on September 5, 
2023). 

Delta Dental takes the privacy and security of personal information very seriously. To the extent 
you have any further questions regarding this notification, please do not hesitate to contact me at 
(212) 634-3077 or krollins@sheppardmullin.com. 

Kindest regards, 
 

 
 
Kari M. Rollins 
for SHEPPARD, MULLIN, RICHTER & HAMPTON LLP 

SMRH:4865-1830-9285.1 



<<b2b_text_1(Notice of Data Security Incident / Notice of Data Breach - CA residents only)>>

Dear <<first_name>> <<middle_name>> <<last_name>> <<suffix>>,

Delta Dental of California and affiliates (“Company”)1 experienced a data security incident involving the MOVEit Transfer 
(“MOVEit”) software, an application used by our company and many organizations worldwide. We take the privacy and 
security of your information seriously, and sincerely apologize for any concern or inconvenience this may cause you. This 
letter provides information about what happened, how to help protect your information and resources offered to assist you.

What Happened? 
Progress Software announced a previously unknown vulnerability within their widely used MOVEit file-transfer software 
program. This vulnerability led to a global data security incident that is reported to have impacted many organizations, 
including corporations, government agencies, insurance providers, pension funds, financial institutions, state education 
systems and more.

On June 1, 2023, the Company learned unauthorized actors exploited a vulnerability affecting the MOVEit file transfer 
software application. Immediately after being alerted of the incident, we launched a thorough investigation and took steps 
to contain and remediate the incident. We stopped access to the MOVEit software, removed the malicious files, conducted 
a thorough analysis of the MOVEit database, applied the recommended patches, and reset administrative passwords to 
the MOVEit system. We also enhanced unauthorized access monitoring related to MOVEit Transfer file access, malicious 
activity, and ransomware activity.

On July 6, 2023, our investigation confirmed that the Company information on the MOVEit platform had been accessed 
and acquired without authorization between May 27, 2023 and May 30, 2023. At that time, we promptly engaged 
independent third-party experts in computer forensics, analytics, and data mining to determine what information was 
impacted and with whom it is associated.

This extensive investigation and analysis of the data recently concluded and was a critical component in enabling us to 
identify specific personal information that was acquired from the MOVEit platform. Upon that determination, we have 
worked diligently to identify any impacted individuals to provide notification. On November 27, 2023, we determined 
your personal information was affected. In addition to our own investigation, we have also notified law enforcement of 
the incident and have been cooperating with them since.

<<first_name>> <<middle_name>> <<last_name>> <<suffix>>
<<address_1>>
<<address_2>>
<<city>>, <<state_province>> <<postal_code>>
<<country>>

<<Date>> (Format: Month Day, Year)

ELN-20464

560 Mission Street
Suite 1300
San Francisco, CA 94105

1 The Delta Dental of California enterprise includes its affiliates Delta Dental Insurance Company, Delta Dental of the District of Columbia, 
Delta Dental of Delaware, Inc., Delta Dental of Pennsylvania, Delta Dental of New York, Inc., Delta Dental of West Virginia, and their affiliated 
companies, as well as the national DeltaCare USA* network, and covers enrollees in all 50 states, plus Washington, D.C. and Puerto Rico. 

*DeltaCare USA is underwritten in these states by these entities: AL — Alpha Dental of Alabama, Inc.; AZ — Alpha Dental of Arizona, Inc.; CA 
— Delta Dental of California; AR, CO, IA, MA, ME, MI, MN, NC, ND, NE, NH, OK, OR, RI, SC, SD, VT, WA, WI, WY — Dentegra Insurance 
Company; AK, CT, DC, DE, FL, GA, KS, LA, MS, MT, TN, WV — Delta Dental Insurance Company; HI, ID, IL, IN, KY, MD, MO, NJ, OH, TX 
— Alpha Dental Programs, Inc.; NV — Alpha Dental of Nevada, Inc.; UT — Alpha Dental of Utah, Inc.; NM — Alpha Dental of New Mexico, Inc.; 
NY — Delta Dental of New York, Inc.; PA — Delta Dental of Pennsylvania; VA — Delta Dental of Virginia. Delta Dental Insurance Company acts 
as the DeltaCare USA administrator in all these states.



What Information Was Involved?
Your affected information included, <<b2b_text_2(data elements)>>. 

What We Are Doing:
In addition to the steps already described, we are offering you 24 months of free identity monitoring services through 
Kroll. To take advantage of these free services, please follow the instructions below.

Data security is a priority for our Company. We apply security patches for known vulnerabilities provided by third-party 
software vendors, regularly update our capabilities to monitor potential security threats and consistently manage access 
to our systems and data.

What You Can Do:
We encourage you to remain vigilant by reviewing your account statements and credit reports closely and immediately 
reporting any suspicious activity to the company that maintains the account for you. At the end of this letter, we have 
provided you with additional information regarding steps you can take to help protect yourself and your personal 
information, including recommendations by the Federal Trade Commission regarding identity theft protection and details 
on how to place a fraud alert or a security freeze on your credit file. We encourage you to review that additional 
information.

To help relieve concerns and restore confidence following this incident, we have secured the services of Kroll to provide 
identity monitoring at no cost to you for twenty-four months. Kroll is a global leader in risk mitigation and response, and 
their team has extensive experience helping people who have sustained an unintentional exposure of confidential data. 
Your identity monitoring services include Credit Monitoring, $1 Million Identity Fraud Loss Reimbursement, Fraud 
Consultation, and Identity Theft Restoration.

Visit https://enroll.krollmonitoring.com to activate and take advantage of your identity monitoring services.
You have until <<b2b_text_6(activation deadline)>> to activate your identity monitoring services.
Membership Number: <<Membership Number s_n>>

For more information about Kroll and your Identity Monitoring services, you can visit info.krollmonitoring.com.

For More Information:
If you have questions, please call 800-693-2571, 8:00 a.m. to 5:30 p.m. Central Time, Monday through Friday, excluding 
major U.S. holidays. Please have your membership number ready. Helping protect your information is important to us. 
We sincerely apologize for any inconvenience this incident may cause you. 

Sincerely,

Delta Dental of California and affiliates



Recommended Steps to Help Protect Your Information

1. Website and Enrollment. Go to https://enroll.krollmonitoring.com and follow instructions for enrollment using 
your Membership Number provided in the letter.

2. Activate the credit monitoring provided as part of your Kroll identity monitoring membership. Note: You must have 
established credit and access to a computer and the internet to use this service. If you need assistance, Kroll will be able 
to assist you.

3. Telephone. Contact Kroll at 800-693-2571 to gain additional information about this event and speak with knowledgeable 
representatives about the appropriate steps to take to protect your credit identity. 

4. Review your credit reports. We recommend that you remain vigilant by reviewing account statements and monitoring 
credit reports. Under federal law, you also are entitled every 12 months to one free copy of your credit report from each 
of the three major credit reporting companies. To obtain a free annual credit report, go to www.annualcreditreport.com 
or call 1-877-322-8228. You may wish to stagger your requests so that you receive a free report by one of the three credit 
bureaus every four months. 

You should also know that you have the right to file a police report if you ever experience identity fraud. Please note that 
in order to file a crime report or incident report with law enforcement for identity theft, you will likely need to provide 
some kind of proof that you have been a victim. A police report is often required to dispute fraudulent items. You can 
report suspected incidents of identity theft to local law enforcement or to the Attorney General. 

5. Place Fraud Alerts with the three credit bureaus. If you choose to place a fraud alert, we recommend you do this after 
activating your credit monitoring. You can place a fraud alert at one of the three major credit bureaus by phone and also 
via Experian’s or Equifax’s website. A fraud alert tells creditors to follow certain procedures, including contacting you, 
before they open any new accounts or change your existing accounts. For that reason, placing a fraud alert can protect 
you, but also may delay you when you seek to obtain credit. The contact information for all three bureaus is as follows:

Credit Bureaus 
Equifax Fraud Reporting 
1-866-349-5191 
P.O. Box 105069 
Atlanta, GA 30348-5069
www.equifax.com 

Experian Fraud Reporting 
1-888-397-3742 
P.O. Box 9554 
Allen, TX 75013
www.experian.com

TransUnion Fraud Reporting 
1-800-680-7289 
P.O. Box 2000 
Chester, PA 19022-2000
www.transunion.com 

It is necessary to contact only ONE of these bureaus and use only ONE of these methods. As soon as one of the three 
bureaus confirms your fraud alert, the others are notified to place alerts on their records as well. 

You will receive confirmation letters in the mail and will then be able to order all three credit reports, free of charge, for 
your review. An initial fraud alert will last for one year.

Please Note: No one is allowed to place a fraud alert on your credit report except you.

6. Security Freeze. By placing a security freeze, someone who fraudulently acquires your personal identifying information 
will not be able to use that information to open new accounts or borrow money in your name. You will need to contact the 
three national credit reporting bureaus listed above to place the freeze. Keep in mind that when you place the freeze, you 
will not be able to borrow money, obtain instant credit, or get a new credit card until you temporarily lift or permanently 
remove the freeze. There is no cost to freeze or unfreeze your credit files.

7. You can obtain additional information about the steps you can take to avoid identity theft from the following 
agencies. The Federal Trade Commission also encourages those who discover that their information has been misused to 
file a complaint with them.

California Residents: Visit the California Office of Privacy Protection (www.oag.ca.gov/privacy) for additional 
information on protection against identity theft. 

Kentucky Residents: Office of the Attorney General of Kentucky, 700 Capitol Avenue, Suite 118 Frankfort, Kentucky 
40601, www.ag.ky.gov, Telephone: 1-502-696-5300.

Maryland Residents: Office of the Attorney General of Maryland, Consumer Protection Division 200 St. Paul Place 
Baltimore, MD 21202, www.oag.state.md.us/Consumer, Telephone: 1-888-743-0023. 



New Mexico Residents: You have rights pursuant to the Fair Credit Reporting Act, such as the right to be told if 
information in your credit file has been used against you, the right to know what is in your credit file, the right to 
ask for your credit score, and the right to dispute incomplete or inaccurate information.  Further, pursuant to the Fair 
Credit Reporting Act, the consumer reporting agencies must correct or delete inaccurate, incomplete, or unverifiable 
information; consumer reporting agencies may not report outdated negative information; access to your file is limited; 
you must give your consent for credit reports to be provided to employers; you may limit “prescreened” offers of credit 
and insurance you get based on information in your credit report; and you may seek damages from a violator. You may 
have additional rights under the Fair Credit Reporting Act not summarized here. Identity theft victims and active duty 
military personnel have specific additional rights pursuant to the Fair Credit Reporting Act.  You can review your rights 
pursuant to the Fair Credit Reporting Act by visiting www.consumerfinance.gov/f/201504_cfpb_summary_your-rights-
under-fcra.pdf, or by writing Consumer Response Center, Room 130-A, Federal Trade Commission, 600 Pennsylvania 
Ave. N.W., Washington, D.C. 20580.

New York Residents: the Attorney General may be contacted at: Office of the Attorney General, The Capitol, Albany, 
NY 12224-0341; 1-800-771-7755; https://ag.ny.gov/.

North Carolina Residents: Office of the Attorney General of North Carolina, 9001 Mail Service Center Raleigh, NC 
27699-9001, www.ncdoj.gov, Telephone: 1-919-716-6400.

Oregon Residents: Oregon Department of Justice, 1162 Court Street NE, Salem, OR 97301-4096, www.doj.state.or.us/, 
Telephone: 877-877-9392.

Rhode Island Residents: Office of the Attorney General, 150 South Main Street, Providence, Rhode Island 02903,  
www.riag.ri.gov, Telephone: 401-274-4400. Approximately 9,556 Rhode Island residents were notified of this incident.

All US Residents: Identity Theft Clearinghouse, Federal Trade Commission, 600 Pennsylvania Avenue, NW Washington, 
DC 20580, www.consumer.gov/idtheft, 1-877-IDTHEFT (438-4338), TTY: 1-866-653-4261.

TAKE ADVANTAGE OF YOUR IDENTITY MONITORING SERVICES
You have been provided with access to the following services from Kroll:

Single Bureau Credit Monitoring
You will receive alerts when there are changes to your credit data—for instance, when a new line of credit is applied for 
in your name. If you do not recognize the activity, you’ll have the option to call a Kroll fraud specialist, who will be able 
to help you determine if it is an indicator of identity theft.

$1 Million Identity Fraud Loss Reimbursement
Reimburses you for out-of-pocket expenses totaling up to $1 million in covered legal costs and expenses for any one 
stolen identity event. All coverage is subject to the conditions and exclusions in the policy.

Fraud Consultation
You have unlimited access to consultation with a Kroll fraud specialist. Support includes showing you the most effective 
ways to protect your identity, explaining your rights and protections under the law, assistance with fraud alerts, and 
interpreting how personal information is accessed and used, including investigating suspicious activity that could be tied 
to an identity theft event.

Identity Theft Restoration
If you become a victim of identity theft, an experienced Kroll licensed investigator will work on your behalf to resolve 
related issues. You will have access to a dedicated investigator who understands your issues and can do most of the work 
for you. Your investigator will be able to dig deep to uncover the scope of the identity theft, and then work to resolve it.
Kroll’s activation website is only compatible with the current version or one version earlier of Chrome, Firefox, Safari and Edge.
To receive credit services, you must be over the age of 18 and have established credit in the U.S., have a Social Security number in your name, and have a 
U.S. residential address associated with your credit file.
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