
PREVENTING, 
PREPARING FOR, AND 
RESPONDING TO 
CYBER INCIDENTS/DATA BREACHES
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WHY DOES IT MATTER?

• GREAT TARGET

• COSTLY

• POLICY

• ETHICAL OBLIGATIONS

• COMMON LAW

• REGULATORY



1. See Iowa Code § 715C(1).
2. See HIPAA Overview: https://www.hhs.gov/hipaa/for-professionals/security/laws-regulations/index.html.
3. See IRS Publication 1075: https://www.irs.gov/pub/irs-pdf/p1075.pdf.
4. See CJIS Security Policy: https://www.fbi.gov/services/cjis/cjis-security-policy-resource-center.
5. See Iowa Code § 272C.6(4)(a).
6. See Iowa Code § 22.7(50).

PUBLIC SECTOR ENTITIES PROCESS 
AND STORE, TO NAME A FEW . . . 

Personal 
Information1

Protected Health 
Information2

Federal Tax 
Information3

Criminal Justice/ 
History Information4

State Sensitive 
Information, such as 
confidential licensee 

discipline files5

Information 
concerning and 
securing lifeline 

critical infrastructure6



From Verizon’s 2017 Data Breach Investigations Report: http://www.verizonenterprise.com/verizon-insights-lab/dbir/2017/.
See also http://www.informationisbeautiful.net/visualizations/worlds-biggest-data-breaches-hacks/ for a timeline and
visualization of the world’s largest data breaches.

BECAUSE OF THIS . . . 



• Most public-sector attacks are
State affiliated;

• Most State-affiliated attacks
are socially engineered attacks
(relied heavily on human
interaction), such as Spear
phishing;

• Therefore, must educate
employees, require them to
report incidents up chain of
command immediately, and
expire/reset compromised
credentials immediately.

From Verizon’s 2017 Data Breach Investigations Report: http://www.verizonenterprise.com/verizon-insights-lab/dbir/2017/. 
See also http://www.informationisbeautiful.net/visualizations/worlds-biggest-data-breaches-hacks/ for a timeline and 
visualization of the world’s largest data breaches.



COST OF A MAJOR CYBER EVENT
Average cost of a material data breach (1,000 or more records) occurring in 
2016 was $3.62 million.* Costs include:

• Forensics to determine cause and scope;

• Organizing breach response team;

• Contacting/working with law enforcement;

• Notifying those affected;

• Providing credit-monitoring services (State holds master agreement with TransUnion);

• Reporting to regulators;

• Audit/consulting fees to identify and remediate security gaps;

• Regulatory penalties, including but not limited to:

• Fines;

• Loss of access to information needed to perform core mission;

• Loss of reputation/public trust;

• Litigation.

*Ponemon Institute’s 2017 Cost of Data Breach Study, sponsored by IBM: https://www-01.ibm.com/common/ssi/cgi-
bin/ssialias?htmlfid=SEL03130WWEN. Cost varies by industry, with health care and financial services organizations
incurring the highest per-record costs.



NOW, THEREFORE, I, Terry E. Branstad, 
Governor of the State of Iowa, declare 

cybersecurity a top priority for this 
administration and the State of Iowa should 

protect its citizens and economy against 
cyberattacks.

Executive Order 87: http://publications.iowa.gov/23032/1/Executive%20Order%20No.%2087.pdf. See also State of Iowa
Cyber Security Strategy: https://ocio.iowa.gov/sites/default/files/documents/2016/08/2016_cybersec_document_web_versio
n_2_final_0.pdf.

POLICY: EXECUTIVE ORDER 87

https://ocio.iowa.gov/sites/default/files/documents/2016/08/2016_cybersec_document_web_version_2_final_0.pdf


ETHICAL OBLIGATIONS
2012 “Technology Amendments” (Effective in Iowa as of 
October 15, 2015):
Iowa R. Prof. Resp. 32:1.1 (Competence): “A lawyer shall
provide competent representation to a client. Competent
representation requires the legal knowledge, skill, thoroughness,
and preparation reasonably necessary for the representation.”

• Comment 8: Maintaining Competence. To maintain the requisite
knowledge and skill, a lawyer should keep abreast of changes in
the law and its practice, including the benefits and risks
associated with relevant technology . . . .



ETHICAL OBLIGATIONS CONT . . .
Iowa R. Prof. Resp. 32:1.6(d) (Confidentiality of Information): A lawyer shall make reasonable efforts to
prevent the inadvertent or unauthorized disclosure of, or unauthorized access to, information relating
to the representation of a client.

• Comment 18: The unauthorized access to, or the inadvertent or unauthorized disclosure of,
information relating to the representation of a client does not constitute a violation of paragraph
(c) if the lawyer has made reasonable efforts to prevent the access or disclosure. Factors
to be considered in determining the reasonableness of the lawyer’s efforts include, but are not
limited to:

• the sensitivity of the information,

• the likelihood of disclosure if additional safeguards are not employed,

• the cost of employing additional safeguards,

• the difficulty of implementing the safeguards, and

• the extent to which the safeguards adversely affect the lawyer’s ability to represent clients
(e.g., by making a device or important piece of software excessively difficult to use).

A client may require the lawyer to implement special security measures not required by this rule or may
give informed consent to forgo security measures that would otherwise be required by this rule.*

*Re: IOWA ETHICS OP. 15-01: http://205.209.45.153/iabar/IowaEthicsOpinions.nsf/b6868944e3311dd08 72581100042934f/
b71e069088e691ba8725811000 449838/$FILE/Iowa%20Ethics%20Op.%2015-01.pdf (overruling former opinion requiring
client consent to communicate by electronic means, and instead requiring warning of risks).

http://205.209.45.153/iabar/IowaEthicsOpinions.nsf/b6868944e3311dd0872581100042934f/b71e069088e691ba8725811000449838/$FILE/Iowa%20Ethics%20Op.%2015-01.pdf


ABA FORMAL OPINION 477, MAY 11, 
2017: SECURING COMMUNICATION OF 

PROTECTED CLIENT INFORMATION
“At the same time, the term ‘cybersecurity’ has come into existence to
encompass the broad range of issues relating to preserving individual
privacy from intrusion by nefarious actors throughout the Internet.
Cybersecurity recognizes a . . . world where law enforcement discusses
hacking and data loss in terms of ‘when,’ and not ‘if.’

Law firms are targets for two general reasons:
(1) they obtain, store and use highly sensitive information about their

clients while at times utilizing safeguards to shield that information
that may be inferior to those deployed by the client, and

(2) the information in their possession is more likely to be of interest to
a hacker and likely less voluminous than that held by the client.”

ABA Formal Opinion 477, May 11, 2017: Securing Communication of Protected Client Information: https://www.american
bar.org/content/dam/aba/administrative/law_national_security/ABA%20Formal%20Opinion%20477.authcheckdam.pdf.

https://www.americanbar.org/content/dam/aba/administrative/law_national_security/ABA%20Formal%20Opinion%20477.authcheckdam.pdf


“Therefore, in an environment of increasing cyber threats, the 
Committee concludes that, adopting the language in the ABA 
Cybersecurity Handbook, the reasonable efforts standard: . . 
. rejects requirements for specific security measures (such as 
firewalls, passwords, and the like) and instead adopts a fact-
specific approach to business security obligations that 

requires a ‘process’ to assess risks, identify and 
implement appropriate security measures responsive to 
those risks, verify that they are effectively implemented, 

and ensure that they are continually updated in response 
to new developments.”

ABA Formal Opinion 477, May 11, 2017: Securing Communication of Protected Client Information: https://www.amer 
icanbar.org/content/dam/aba/administrative/law_national_security/ABA%20Formal%20Opinion%20477.authcheckdam.pdf. 
Accord RE: IA Ethics Op, 14-01 Computer Security: http://c.ymcdn.com/sites/iowabar.site-ym.com/resource/resmg 
r/IA_Lawyer_Weekly/IA_Ethics_Op_14-01.pdf (“Some may elect to modify their existing operating systems, others may 
determine that their existing systems can be patched or otherwise modified, yet others may determine that no modifications 
are necessary. Rule 32:1.6 and IA Ethics Opinion 11-01 require only a due diligence process, not a specific result.”); RE: 
Ethics Opinion 11-01 Use of Software as a Service – Cloud Computing: http://205.209.45.153/iabar/IowaEth 
icsOpinions.nsf/b6868944e3311dd0872581100042934f/a092fcd35bb508e0872581100042b927/$FILE/Ethics%20Opinion%20 
11-01%20--%20Software%20as%20a%20Service%20-%20Cloud%20Computing.pdf (“We believe the Rule establishes a 
reasonable and flexible approach to guide a lawyer’s use of ever-changing technology.”).

https://www.americanbar.org/content/dam/aba/administrative/law_national_security/ABA%20Formal%20Opinion%20477.authcheckdam.pdf
http://c.ymcdn.com/sites/iowabar.site-ym.com/resource/resmgr/IA_Lawyer_Weekly/IA_Ethics_Op_14-01.pdf
http://205.209.45.153/iabar/IowaEthicsOpinions.nsf/b6868944e3311dd0872581100042934f/a092fcd35bb508e0872581100042b927/$FILE/Ethics%20Opinion%2011-01%20--%20Software%20as%20a%20Service%20-%20Cloud%20Computing.pdf


COMMON LAW

Finding duty to support negligence cause of action 
where “defendant knew confidential information 

was leaving its premises and no procedures were 
in place to ensure the security of the information.” 
Bell v. Michigan Council, 2005 Mich. App. LEXIS 

353 at *16 (Mich. App. Feb. 15, 2005). 



Requires Federal Agencies 
sharing information with Non-
Executive Branch entities 
(including State and Local 
Governments) to enter into 
agreements requiring 
compliance with the CUI 
Rule, which in turn requires 
compliance with NIST SP 
800-171 for Non-Federal 
Information Systems (“CUI 
Basic”); unless, specific law, 
regulation, or policy imposes 
additional or more specific 
safeguarding requirements 
(“CUI Specified”).4

2016 - Final CUI Rule3

Standard focused on 
preserving the 
confidentiality of CUI in 
Non-Federal Information 
Systems and outlining 
security requirements 
designed to achieve that 
objective. Requires 
implementation of fourteen 
(14) control families, which 
are objectives-oriented, as 
opposed to highly 
prescriptive.

2015 - NIST SP 800-1712

Designating National 
Archives and Records 
Administration (“NARA”) to 
serve as chief 
coordinator/implementer of 
Controlled Unclassified 
Information (“CUI”) 
Program, designed to 
standardize prior patchwork 
approach to information 
management and thereby 
protect/safeguard 
information without 
hampering information 
sharing.

2010 - EO 135561

FEDERAL HIGHLIGHTS

“Controlled Unclassified Information (CUI) is information the Government creates or possesses, or that an entity
creates or possesses for or on behalf of the Government, that a law, regulation, or Government-wide policy requires
or permits an agency to handle using safeguarding or dissemination controls. However, CUI does not include
classified information . . . or information a non-executive branch entity possesses and maintains in its own systems
that did not come from, or was not created or possessed by or for, an executive branch agency or an entity acting for
an agency.” 32 CFR Part 2002.4(h).

1. EO 13556: https://www.gpo.gov/fdsys/pkg/FR-2010-11-09/pdf/2010-28360.pdf.
2. NIST SP 800-171, Protecting Controlled Unclassified Information in Non-Federal Information Systems: http://nvlpubs.nist.gov/nistpubs/SpecialPublications/NIST.SP.800-171.pdf.
3. 32 CFR 2002: https://www.gpo.gov/fdsys/pkg/CFR-2017-title32-vol6/pdf/CFR-2017-title32-vol6-part2002.pdf.
4. See CUI Registry, https://www.archives.gov/cui/registry/category-list, for categories and subcategories of CUI and corresponding statutes, regulations, and policies..



TAKEAWAY
1) Non-Federal Entities (includes State and Local Governments)

receiving CUI will increasingly be required to sign data-sharing
agreements imposing NIST 800-171 as a condition of receipt;

2) CUI Rule is NOT self-executing, so review agreements to see if
they impose NIST 800-171, or require compliance with CUI Rule
and thereby NIST 800-171;

3) Become familiar with NIST 800-171, implement a security
program to ensure compliance, and flow-down requirements to
Vendors/other entities that store or process information on your
organization’s behalf;

4) Check out the CUI Registry, available at https://www.archives.
gov/cui/registry/category-list, for categories and subcategories of
CUI and corresponding statutes, regulations, and policies that
may apply to the information your organization receives.

https://www.archives.gov/cui/registry/category-list


IMPORTANT CAVEAT

Federal flow-downs/NIST 800-171 
focus on Confidentiality. 

This is only ONE component 
of a good security program.

Must also address/consider: 
1) Integrity: accuracy and consistency over entire data life

cycle; and

2) Availability: e.g., uptime, backup/disaster recovery.



• Establish a committee of diverse participants who each bring different perspectives/knowledge of
risks, both organizational and technical;

• Identify the data that you have (type and volume) and where it is stored/processed within your
organization;

• Consider potential threats based on sensitivity of information, where information is
stored/processed, and threat/vulnerability analysis (for example by leveraging centralized active
threat monitoring centers, such as US CyberCom or OCIO Security Operations Center);

• Gap Analysis:

• Assess the physical, technical, and administrative safeguards/controls currently in place to
safeguard information;

• Determine what physical, technical, and administrative safeguards/controls should be in place
in light of the sensitivity of the information, where information is stored/processed, and
threat/vulnerability analysis;

• Close gaps by implementing cost-effective safeguards/controls;
• Document reasons for selecting (or not selecting) certain safeguards/controls;

• Repeat.

PREVENT 
(RISK ASSESSMENT PROCESS)

See NIST Framework for Improving Critical Infrastructure Cybersecurity: https://www.nist.gov/sites/default/files/docum
ents/cyberframework/cybersecurity-framework-021214.pdf.

https://www.nist.gov/sites/default/files/documents/cyberframework/cybersecurity-framework-021214.pdf


• Limit collection/retention;

• Limit access to only those who need it (and protect with
NDA/Confidentiality Agreements);

• Segregate sensitive information through physical and technical controls;

• Know how information may be leaving your organization and safeguard at
all levels, e.g., device management/BYOD policy:

• Only pre-approved/managed devices;

• Password protected;

• Encrypted;

• Remote wiping.

• Intrusion detection/active monitoring;

• System Maintenance: follow manufacturer instructions, patch and error-
correct immediately;

• Encrypt!!!

PREVENT
(IMPORTANT SAFEGUARDS TO CONSIDER)



• Password policies:
• Must be strong;

• Note: New NIST Guidelines encourage long, personalized
passphrases, rather than complex passwords/strings of
characters. Easier to remember, less need to write down,
longer and therefore harder to crack. E.g.:
• Onsaturdayswealwaysgotothefamersmarket;
• NOT: F00TB@11!

• Never write down;
• Never share;
• Never use for multiple accounts;
• Never leave a terminal unattended while logged on;
• If suspected compromise, change immediately;
• Always change default passwords immediately.

• Consider multi-factor authentication.

PREVENT 
(IMPORTANT SAFEGUARDS TO CONSIDER CONT . . .)



• Inventory and Map Data;

• Assess what legal obligations apply based on the type/origin of
data and where it is processed/stored;

• Communicate/pass on those obligations to employees,
vendors, and third parties through policies and procedures,
contracts/data-sharing agreements, and Memorandums of
Understanding;

• Develop incident response and breach response team/plans
so you are ready to respond when an event occurs.

PREPARE



DISCLAIMER: This is not an official warning of the Iowa Attorney General and is intended solely as a presentation tool to
emphasize the importance of establishing an incident response plan.



INCIDENT/BREACH RESPONSE PLANS
(EFFECT ON COSTS)

IBM analyzed 16 factors to determine whether each factor 
increased or decreased the cost of a data breach:
Decreased Costs:
• Having an incident response team/plan ($19.3 per capita);
• Extensive use of encryption ($16.1 per capita);

• Training employees ($12.5 per capita);

• Use of security analytics ($6.8 per capita);

• Obtaining cybersecurity insurance ($5.4 per capita);

• All factors mitigated the mean cost of a breach ($104.1 per capita).

Increased Costs:
• Sharing sensitive data with third parties ($16.9 per capita);

• Extensively migrating data to a cloud ($14.3 per capita).

From Ponemon Institute’s 2017 Cost of Data Breach Study, sponsored by IBM, p. 17 Fig. 9: https://www- 
01.ibm.com/common/ssi/cgi-bin/ssialias?htmlfid=SEL03130WWEN.

https://www-01.ibm.com/common/ssi/cgi-bin/ssialias?htmlfid=SEL03130WWEN


Incident Response Plan:*

• Define what constitutes an “incident”;

• Outline the roles, responsibilities, and levels of authority for detecting,
responding to, mitigating/remediating, and reporting/notifying of incidents;

• Identify how you will record and collect information (system logs, notes,
records);

• Identify who to inform and consult with and open lines of communication
before event occurs, e.g.:

• Centralized I.T. Department;

• Governor’s office;

• Law enforcement agencies, including both state and federal depending on the
circumstances.

• Train/Practice. Train/Practice! Train/Practice!!

PREPARE

*See materials for sample Incident/Breach response plans. See also FTC Guidance https://www.ftc.gov/system/files/docume
nts/plain-language/pdf-0154_data-breach-response-guide-for-business.pdf; NIST SP 800-61, r. 2, Computer Security 
Incident Handling Guide: http://nvlpubs.nist.gov/nistpubs/SpecialPublications/NIST.SP.800-61r2.pdf.

https://www.ftc.gov/system/files/documents/plain-language/pdf-0154_data-breach-response-guide-for-business.pdf


Breach Response Plan:

• Identify and document what information/thresholds trigger
reporting/notification requirements—may vary based on type of organization,
type of information, where it resides (Check the CUI Registry when federal
information is involved):

• Reporting to federal and state agencies;
• Consumer notification under various federal and state* laws;
• Notifying the media.

• Develop processes/procedures/forms to quickly identify key facts necessary to
determine legal obligations:

• Data type(s)/origin involved?
• Where those affected reside?
• Was data encrypted?
• Magnitude of the harm?

• Who is on the breach response team and what are their duties and
responsibilities?

PREPARE

*See Aren’t Fox Survey of State Data Breach Notification Statutes, as of August 2017: https://www.arentfox.com/sites/defaul
t/files/AF%20Survey%20of%20Data%20Breach%20Notification%20Statutes_Aug%202017.pdf. See also Iowa Code § 715C.

https://www.arentfox.com/sites/default/files/AF%20Survey%20of%20Data%20Breach%20Notification%20Statutes_Aug%202017.pdf
https://www.legis.iowa.gov/docs/code/2014/715C.pdf


• Determine who has access to information;
• Determine who needs access to information and limit access only to those who 

need it;
• Assess third party information security-practices, and/or require third party 

certificate-of-audit demonstrating compliance with industry standards (e.g., NIST 
800-171, NIST 800-53, ISO 27001);

• Conduct due diligence;
• Implement contractual protections:

• Permit access to information only for purposes of providing services under 
the agreement, or as otherwise required by law, and restrict access only to 
those who need it for such purposes;

• Ensure your organization retains all rights to information, and ensure your 
organization has a way to get the information back, e.g., export/transition 
assistance;

• Information only processed/stored in continental United States;

PREPARE 
(DON’T FORGET THIRD PARTIES)



• Implement contractual protections cont . . . :
• Encryption at rest and in transit;
• Require Vendor to represent/warrant compliance with any security standards

(such as NIST 800-171, NIST 800-53, ISO 27001) referenced in sales
process, referenced in online compliance/assurance centers, or required by
law, rule, or policy;

• Require that your organization be immediately notified and kept up to date
about major cyber incidents or data breaches adversely affecting your
information;

• Share risk of data breach through indemnification or other similar cost-
sharing provisions. See slide seven (7) for list of potential costs/expenses;

• Require disaster recovery/business continuity preparedness/planning;
• Require background checks of employees or other personnel with access to

information;
• Audit for contract/security compliance.

PREPARE 
(DON’T FORGET THIRD PARTIES CONT . . . .)



• Execute plans;

• Incorporate lessons learned through ongoing risk assessment
process by implementing new, cost-effective safeguards in
response to now-known threats;

• Update plans/processes/procedures based on experience.

RESPOND/RECOVER



DO’S OF RESPONDING 
TO A DATA BREACH
• Have a written post-breach response plan ready and tested before a breach

occurs.

• Identify a breach response team and make sure people know what role they
will play if a breach occurs.

• Know what regulations, statutes, and contracts cover your post-breach
obligations, build into incident and breach response plans, and practice/train
around.

• When a breach occurs, do everything possible to prevent further exposure.

• Find out what happened as soon as possible and preserve the evidence.

• Contact your insurance carrier and seek legal advice regarding whether the
breach triggers notification requirements and whether those notification
requirements apply to your organization.

• Have draft model notices ready to be customized depending on the facts.

• Contact law enforcement, credit reporting agencies, and regulators and keep
them informed.



DON’TS OF RESPONDING 
TO A DATA BREACH
• Don’t delay in providing notices when legal counsel determines they are

required or advisable.

• Don’t communicate with the public about the breach until you know the
fundamental facts.

• Don’t ignore important business customers and partners—Keep them
informed.

• Don’t necessarily accede to every demand from a business customer or
partner—Weigh demands carefully in light of your total response plan.

• Don’t forget to update your post-breach response plan regularly.

• Don’t skimp on providing help to consumers—Their goodwill could forestall
legal difficulties.



QUESTIONS?



CONTACTS
Aaron K. Tantleff
Partner, Foley and Lardner, Chicago 
321 North Clark Street Suite 2800 
(312) 832-4367
atantleff@foley.com

Jeff Franklin
Chief Information Security Officer, Office of the 
Chief Information Officer of the State of Iowa 
Hoover Building, 1305 E Walnut St., B Level. 
Des Moines, IA 50319
(515) 218-4820
Jeff.Franklin@iowa.gov

Luke Dawson
Assistant Attorney General,
Iowa Attorney General’s Office
Hoover Building, 1305 E Walnut St., 2nd Flr. 
Des Moines, IA 50319
(515) 414-6187
Luke.Dawson@iowa.gov







State of Iowa 
Department of Human Services 

Incident Response Procedures v2.0 
July 2016 

7-8-2016 
Date 

Authority: DHS Director Policy No. 

Affected Offices: All 

Related Policies: 
State and DHS: 

• Incident Response Policy v3.0
• Incident Response Team Activation Plan v2.0
• State of Iowa Code Chapter 715C

Federal Requirements: 
• HIPAA HITECH Act
• IRS Publication 1075
• Information System Security Guidelines for Federal,

State and Local Agencies Receipting Electric
Information from the Social Security Administration

Forms: 
Information Security Data Breach Incident Report, form 470-5134 
SSA PII Loss Reporting Worksheet 
CMS-10496, State Health Insurance Exchange Security Incident Report 

Who to Contact for Policy Questions:   DHS Information Security and Privacy Office 
(ISPO) Telephone: 

Introduction and Mission 

All incidents, threats, or violations that affect or may affect the confidentiality, integrity, or availability of 
Department confidential data must be reported and responded to in accordance with this policy and procedure. 

Immediately contain and limit the exposure is first priority. Individuals affected by such incidents expect 
expeditious notification so that they can monitor their accounts. The most common complaints after an 
incident are about how long it took the organization to contain the exposure and to send notifications. 

All individuals are required to immediately report to ISPO any: 
 Suspected or actual security breaches of information - whether in printed, verbal, or electronic

form - or of information systems used in the pursuit of the Department’s mission. 
 Abnormal systematic unsuccessful attempts to compromise information - whether in printed,

verbal, or electronic form or information systems used in the pursuit of the Department's mission. 
 Suspected or actual weaknesses in the safeguards protecting information - whether in printed,

verbal, or electronic form, or information systems used in the pursuit of the Department's mission. 

Definitions: 

Breach (as it relates to PHI) -The unauthorized acquisition, access, use, or disclosure of protected health 
information, which compromises  the security or privacy of such information, except where an unauthorized 
person to whom such information is disclosed would not reasonably have been able to retain such information. 
(Defined in the American Recovery and Reinvestment Act of 2009) 



Incident Reporting Procedures 
Page 2 of 7 

Breach (as it relates to PII) - The loss of control, compromise, unauthorized disclosure, unauthorized 
acquisition, unauthorized access, or any similar term referring to situations where persons other than 
authorized users and for an other than authorized purpose have access or potential access to personally 
identifiable information, whether physical or electronic.  (Defined in OMB M-07-16, Safeguarding Against and 
Responding to the Breach of Personally Identifiable Information) 

Federal Tax Information (FTI) - FTI is any return or return information received from the IRS or secondary 
source, such as SSA, t h e federal office of Child Support Enforcement (OCSE) or the Bureau of Fiscal Service. 
FTI includes any information created by the recipient that is derived from return or return information. The IRS 
Publication defines this information and safeguarding provisions. 

Personal Information (PII) - Per Iowa Code Chapter 715C, personal information, often referred to as 
PII, mean's an individual's first name or first initial and last name in combination with any one or more of 
the following data elements that relate to the individual if any of the data elements are not encrypted, 
redacted, or otherwise altered by any method of technology in such a manner that the name or data 
elements are unreadable: 

a. Social security number
b. Driver’s license number or other unique identification number created or collected by a government

entity
c. Financial account number, credit card number or debit card number in combination with any required

security code, access code or password that would permit access to an individual's financial account.
d. Unique electronic identifier or routing code, in combination with any required security code,

access code, or password that would permit access to an individual's financial account.
e. Unique biometric data, such as a fingerprint, retina or iris image, or other unique physical

representation or digital representation of biometric data.
Personal information does not include information that is lawfully obtained from publicly available sources, or 
federal, state, or local government records lawfully made available to the general public. 

Protected Health Information (PHI):  Individually identifiable health information held or transmitted by 
a covered entity or its business associate, in any form or media, whether electronic, paper, or oral. 
Individually identifiable health information is information, including demographic data, that relates to 
the: 

a. Individual's past, present or future physical or mental health or condition,
b. Provision of health care to the individual, or
c. Past, present, or future payment for the provision of health care to the individual that identifies the

individual or for which there is a reasonable basis to believe it can be used to identify the individual.

Common identifiers of health information include names, social security numbers, addresses, and birth dates. A 
complete list of HIPAA PHI identifiers can be obtained from the ISPO. 

Social Security Administration (SSA): Data SSA provides to the Department that is maintained, identified and 
used in business processes where SSA is easily identified as the source of the data. In this instance, the CMPPA 
provisions, FISMA requirements, and other applicable disclosure or security protections apply to the recipient 
agency's use of this data. 

If SSA data or data files are commingled in a recipient agency's system or manipulated in such a way that SSA 
cannot be recognized as the original source of the data, the CMPPA provisions, FISMA requirements, and other 
applicable disclosure or security protections do not apply to the recipient agency's use of this data. 

When agencies receive SSA data, there may be a verification code posted. As long as this is not present in the 
system of the receiving agency, it is not considered SSA data.  



Incident Reporting Procedures 
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General Procedures: 

If you suspect there has been an incident that might involve the acquisition, access, use, or disclosure of 
confidential information, you must immediately report it to your supervisor and complete the Information 
Security Data Breach Incident Report, form 470-5134 and send it to ISPO immediately. 

Events to Report: 
 Access to confidential information might have been gained by an unauthorized person
 Device that does or may contain confidential information has or might have been lost, stolen or infected

with malicious software including viruses, Trojans, etc.
 Account belonging to a person that has access to the data might have been compromised or the

password shared with an unauthorized person that may result from responding to phishing emails,
someone shoulder surfing and writing down your password, etc.

 Attempts to physically enter or break into a secure area where confidential information is or might be
stored

 Confidential information has been or might have been lost or stolen
 Confidential information has been or might have been improperly used, e.g. used without

the individual's written authorization if authorization is required

Responsibilities: 
Data custodians or designees shall: 

1. Work to mitigate, to the extent practicable, harmful effects of security incidents.
2. Complete the Information Security Data Breach Incident Report, form 470-5134 and submit it to ISPO for

review.
 This form is located on the ISPO SharePoint site at
 Click on the link labeled “Incident Report Form” on the right side of the page.
 Complete the information requested. Submit the form and any pertinent documentation to ISPO.

ISPO: 
1. Conducts breach notification risk assessments on all reported incidents.
2. Consults with other Department staff to determine if the breach warrants activation of PIRT.
3. Documents security incidents and their outcomes on the annual incident reporting summary

spreadsheet.
4. Completes and submits the Worksheet for Reporting Loss of Personally Identifiable Information (PII) for

breaches of PII received from SSA.
5. Completes and submits the State Health Insurance Exchange Security Incident Report, CMS-10496, for

breaches of PHI.
6. Submits a quarterly summary of reported incidents and breaches to the DHS Division of Data Management

(DDM) Division Administrator and the DHS Deputy Director.

Incidents Involving IRS FTI: 
Related policy: Safeguards for IRS Data Policy and Procedures v2.1 

Actual or suspected incidents involving FTI must be reported to ISPO immediately.  IRS requires notification 
to the Treasury Inspector General for Tax Administration (TIGTA) and to the IRS immediately, and no later 
than 24 hours after discovery of possible unauthorized disclosure or access of FTI. 

When you suspect a possible (or actual) unauthorized access or disclosure of FTI: 
1. Notify your supervisor and ISPO immediately.
2. Complete the Information Security Data Breach Incident Report, form 470-5134 in detail and provide it

ISPO for review.
ISPO shall: 

1. Conduct an investigation to determine the source of the data.
2. If it is determined FTI was breached, ISPO notifies the following federal agencies within 24 hours of

discovery:

http://dhssp/ddm.spo/default.aspx
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 Iowa TIGTA Field Division (Mid-states) at ____________
 IRS Office of Safeguards at SafeguardsReports@IRS.gov

3. Instruct the data custodian or designee to draft and send a breach notification letter(s) to impacted
individual(s) per Iowa Code 715C breach notification requirements. Breach notification letters must
contain specific data elements including:

a. Brief description of what happened, including the date of the breach and the date of
discovery of the breach, if known

b. Data elements breached
c. Steps impacted individuals should take to protect themselves from potential harm.
d. Brief description of what the Department is doing to investigate the breach to mitigate harm

to impacted individuals and to protect against further breaches
e. Contact information including a toll-free telephone number, an e-mail address,

website or postal address so impacted individuals can ask questions or get additional
information.

Additional information: 
 FTI shall never be shared with outside entities or unauthorized internal contractors.
 Only DHS staff with proper authorization shall have access to IRS FTI.
 Penalties for unauthorized disclosure: Conviction of a felony, up to a $5,000 fine and/or up to five years in

prison plus the cost of prosecution and a potential civil lawsuit
 Penalties for unauthorized browsing: Conviction of a felony, up to $1,000 fine and/or up to one year in

prison plus the cost of prosecution and a potential civil lawsuit

Incidents Involving SSA Data: 
Related SSA guidelines document: Information System Security Guidelines for Federal, State and Local Agencies 
Receiving Electronic Information from SSA. 

“SSA and the IRS share several areas of responsibility for collecting and maintaining earnings and/or self- 
employment related information for workers. In many cases, this information is considered federal tax 
information subject to the confidentiality and nondisclosure provisions of the Internal Revenue Code (26 
U.S.C. 6103). SSA, therefore, is subject to IRS guidelines concerning the use, handling and disclosure of 
this information.” 

When you suspect a possible (or actual) unauthorized access or disclosure of SSA data: 
1. Notify your supervisor and the ISPO immediately.
2. Complete and the Information Security Data Breach Incident Report, form 470-5134 and

provide it to ISPO for review.
 This form is located on the ISPO SharePoint website at____________.
 Click on the link labeled “Incident Report Form” on the right side of the page.
 Complete the information requested. Submit the form and any pertinent documentation to ISPO.

ISPO shall: 
1. Contact the SSA Regional Office within one hour of discovery.

 If the Department is unable to contact the SSA Regional Office within one hour of discovery,
the incident must be reported to SSA's National Network Service Center (NNSC) at 1-877-
697-4889.

2. Complete the SSA PII Loss Reporting Worksheet.
3. Provide updates to SSA as additional information regarding the incident becomes available.
4. Instruct the data custodian or designee to draft and a send breach notification letter to the impacted

individual(s) per Iowa Code 715C breach notification requirements. Breach notification letters must
contain specific data elements including:

a. Brief description of what happened, including the date of the breach and the date of
discovery of the breach, if known

b. Data elements breached
c. Steps impacted individuals should take to protect themselves from potential harm.
d. Brief description of what the Department is doing to investigate the breach to mitigate harm

to impacted individuals and to protect against further breaches

mailto:SafeguardsReports@IRS.gov
http://dhssp/ddm/spo/default.aspx
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e. Contact information including a toll-free telephone number, an e-mail address,
website or postal address so impacted individuals can ask questions or get additional
information.

Incidents involving Protected Health Information (PHI): 
Related policy: HIPAA - Incident Reporting and Breach Notification 

The HIPAA security standards were effective on April 21, 2003. The compliance date for covered entities was by 
April 21, 2005. The HIPAA privacy and security standards were significantly enhanced by the HITECH Act of 
2009 which includes breach notification provisions. Note that this provision applies to electronic, written or verbal 
breaches. Under these new provisions, a breach is defined as the acquisition, access, use or disclosure of PHI in a 
manner not permitted under the Privacy Rule and which poses a significant risk of financial, reputational, or other 
harm to the individual. As there are many details and exceptions to consider when determining if a breach requires 
notification, these procedures apply: 

1. Report all suspected incidents to you supervisor immediately.
2. For ELIAS breaches only, the Centers for Medicare & Medicaid Services (CMS) require notification of any

incident or breach within one hour of discovery.
3. Complete the Information Security Data Breach Incident Report, form 470-5134 and provide it to ISPO for

review.
 If a Business Associate is involved in the possible (or actual) breach of PHI, the Business

Associate is required to report the incident to their Department contact. The Department then
submits the completed Information Security Data Breach Incident Report, form 470-5134 to the
ISPO.

4. ISPO, together with the data custodian or designee involved with the incident, promptly investigate s the
facts and circumstances and performs and documents the required risk analysis.

5. Breach notices are required without unreasonable delay and in no case later than 60 calendar days after
discovery of a breach. The content of the notification letter, in plain language, must include:

a. A brief description of what happened, including the date of the breach and the date
of discovery of the breach, if known

b. The types of unsecured PHI involved in the breach such as full name, SSN, date of birth,
home address, account number, diagnosis, disability code, or other types of information

c. Any steps impacted individuals should take to protect themselves from potential harm
d. A brief description of what the Department is doing to investigate the breach to mitigate harm

to impacted individuals and to protect against any further breaches
e. Contact information including a toll-free telephone number, an e-mail address, website or

postal address so impacted individuals can ask questions or get additional information.
6. If the breach requires notice, the data custodian or designee must provide notification by one of the

following ways:
 Written notice by first-class mail to the last known address of the impacted individual. If the

Department does not have sufficient contact information or if written notice is returned as
undeliverable, provide substitute notification by electronic mail or by telephone.

 Electronic notice by electronic mail if the impacted individual has agreed to receive
electronic notice

 If the impacted individual is deceased, provide written notice by first-class mail to the last
known address of the listed next of kin. If the Department does not have contact
information or has out-of-date contact information for the next of kin, do not provide
substitute notification.

7. If the Department has insufficient or out-of-date contact information for 10 or more individuals, provide
substitute notice by one of the following methods:
 A conspicuous posting of notice on the Department’s home page for 90 days, or
 Notification in major print or broadcast media in geographic areas where impacted individuals are

likely to reside
Additionally, the Department will provide impacted individuals with a toll-free telephone number for 
90 days where they can find out whether their unsecured PHI may be included in the breach. 

8. In situations deemed to be urgent by the Department because of possible imminent misuse of unsecured
PHI, the Department may notify impacted individuals by telephone or other means in addition to other
notices.
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9. In the event the breach involves more than 500 individuals, ISPO activates the Privacy Incident Response
Team (PIRT) to ensure the breach is thoroughly investigated and documented. PIRT includes the DHS
Public Information Officer (PIO), data custodian or designee and an Assistant Attorney General (AAG) from
the Iowa Attorney General's Office. PIRT shall regularly communicate incident investigation and response
activities with the Department’s Division Administrators.
HHS-OCR requirements:

a. Send breach notification letters to impacted individuals
b. Publish a question and answer (Q&A) document on the Department’s website
c. Send notification to major statewide media within 60 days, and
d. Notify the Secretary of the U.S. Department of Health and Human Services through the

following website: https://ocrnotifications.hhs.gov/
Additional, optional considerations for breaches that involve more than 500 individuals include: 
a. An option to offer free credit monitoring services for impacted individuals for a period of

time, typically, one year, and
b. Engagement and coordination of the Iowa Care Hotline for impacted individuals to call for

credit monitoring information and questions
10. The ISPO maintains the breach notification log with documentation of breaches that occurred during the

current calendar year and submits the log within 60 days after the end of each calendar year to the
Secretary of the U.S. Department of Health and Human Services.

Incidents Involving Personally Identifiable Information (PII): 
Iowa Code Chapter 715C – Incident Reporting and Breach Notification 

When you suspect a possible (or actual) unauthorized access or disclosure of SSA data: 
1. Notify your supervisor and the ISPO immediately.
2. Complete and the Information Security Data Breach Incident Report, form 470-5134 and

provide it to ISPO for review.
 This form is located on the ISPO SharePoint website at.
 Click on the link labeled “Incident Report Form” on the right side of the page.
 Complete the information requested. Submit the form and any pertinent documentation to ISPO.

ISPO shall: 
1. Conduct breach notification risk analysis to determine if a breach notification letter needs to be sent to

impacted individual(s).
2. Instruct the data custodian or designee to draft and send a breach notification letter(s) to impacted

individual(s) per Iowa Code 715C breach notification requirements. Breach notification letters must
contain specific data elements including:

a. Brief description of what happened, including the date of the breach and the date of
discovery of the breach, if known

b. Data elements breached
c. Steps impacted individuals should take to protect themselves from potential harm.
d. Brief description of what the Department is doing to investigate the breach to mitigate harm

to impacted individuals and to protect against further breaches
e. Contact information including a toll-free telephone number, an e-mail address, website or

postal address so impacted individuals can ask questions or get additional information.
3. Notification must be provided in the most expeditious manner possible and without reasonable delay, using

one of the following methods:
a. Written notice to the last available address the person has in the person’s records
b. Electronic notice if the person’s customary method of communication with the consumer is by

electronic means or is consistent with the provisions regarding electronic records and signatures
set forth in chapter 554D and the federal Electronic Signatures in Global and National Commerce
Act, 15 U.S.C. 7001.

c. Substitute notice, if the person demonstrates that the cost of providing notice would exceed two
hundred fifty thousand dollars, that the affected class of consumers to be notified exceeds three
hundred fifty thousand persons, or if the person does not have sufficient contact information to
provide notice. Substitute notice shall consist of the following:

https://ocrnotifications.hhs.gov/
http://dhssp/ddm/spo/default.aspx
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(1) Electronic mail notice when the person has an electronic mail address for the affected 
consumers. 

(2) Conspicuous posting of the notice or a link to the notice on the internet site of the person if 
the person maintains an internet site. 

(3) Notification to major statewide site. 
4. Breaches that impact 500 or more individuals:

a. Notification shall be made in the most expeditious manner possible and without unreasonable
delay.

b. ISPO shall provide written notification to the Director of Consumer Protection, State of Iowa
Attorney General’s Office within five (5) business days after giving notice of breach to individuals.

5. Consumer notification may be delayed if a law enforcement agency determines that the notification will
impede a criminal investigation.

Document History and Version Control 
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Responsibilities: 
1. Performs a preliminary analysis of the facts and assess the situation to determine the

nature and scope of the incident.
2. Informs the Iowa Office of Attorney General (AG's Office) when legal assistance is

needed, if a possible privacy breach has been reported and provides them an overview
of the situation.

3. Identifies the systems and type(s) of information affected and determines whether the
incident could be a breach, or suspected breach of personal information about an
individual. Every incident or breach may not require participation of all PIRT members
(e.g., if the breach was a result of hard copy disposal or theft, the investigation may
not require the involvement of system administrators, the firewall administrator,  and
other technical support staff).

4. Reviews the preliminary details with the AG's Office.
5. Notify the Department PIO with the details of the investigation and breach. Keep

them updated on key findings as the investigation proceeds.
6. The ISPO is responsible for documenting all details of an incident and facilitating

communication to executive management and other auxiliary members as needed.
7. Contact all appropriate database and system administrators to assist in the investigation

effort. Direct and coordinate all activities involved with PIRT members in determining the
details of the breach.

8. Contact appropriate PIRT members and schedule meetings, if necessary.
9. Identify and contact the appropriate Data Custodian or designee affected by the breach.

In coordination with the AG's Office and Data Custodian, determine additional
notification requirements (e.g., Human Resources, external parties).

10. If the breach occurred at a third party location, determine if a legal contract exists. Work
with the AG's Office and Data Custodian or designee to review contract terms and
determine next course of action.

11. Work with the appropriate parties to determine the extent of the potential breach. When
applicable, identify data stored and compromised on all test, development and
production systems and the number of individuals at risk.

12. If PII and/or PHI are involved, determine the type of personal information that is at risk,
including but not limited to:  Name, address, s ocial security n umber, d river's license
number, financial account number, state ID number, medical and health information.

13. If PII and/or PHI are involved, have the Data Custodian or designee determine who
might be affected. Coordinate next steps with the AG's Office and PIO (e.g., individual
notification procedures).

14. If an internal user (authorized or unauthorized employee, contractor, consultant, etc.)
was responsible for the breach, contact the appropriate Human Resource Manager for
disciplinary action and possible termination. In the case of contractors, temporaries, or
other third-party personnel, ensure discontinuance of the user's service agreement
with the Department.

Data Custodians & Designees Telephone E-mail 
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• Change the wireless network Service Set Identifier (SSID) on the access point (AP) and
other authorized devices that may be using the corporate wireless network.

7. Monitor systems and the network for signs of continued intruder access.
8. Preserve all system and audit logs and evidence for law enforcement and potential criminal

investigations. Ensure that the format and platform used are suitable for review and analysis by
a court or law if needed. Document all actions taken, by whom, and the exact time and date.
Each employee involved in the investigation must record his or her own actions. Record all
forensic tools used in the investigation.

Public Information Officer (PIO) 

PIO Phone E-mail 
Primary: 
Alternate: 

Responsibilities: 

1. Monitor consumer privacy issues and practices of other entities.
2. Monitor consumer privacy breaches of other entities and how they respond.
3. Keep generic/situational talking points current.

Responsibilities when a privacy breach occurs where notification is required: 

1. After confirmation that a breach of personal information about individuals has occurred notify
the Office of the Governor’s PIO.

2. Coordinate the PIRT on the timing, content and method of notification. Prepare and issue a
press release or statement if needed

Document History and Version Control 

Version Data Approved Approved by 
1.0 
2.0 
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DHS INFORMATION SECURITY AND PRIVACY OFFICE 
1305 E. Walnut Street, Des Moines, IA  50319-0114 

Iowa Department of Human Services 

Information Security Data Breach Incident Report 
DHS Information Security and Privacy Office 

All security and privacy incidents must be reported to, and a copy of this form filed with a 
supervisor and the DHS Security and Privacy Office. 

Stolen or lost laptops must be reported to DHS Information Security and Privacy 
Office immediately. 

Today’s Date Date and Time that Security Incident Happened 
Date Time 

Date Security Incident was Discovered Date Security Incident First Reported 

DHS Division Involved in the Security Incident 

If a DHS contractor was involved: 
Contractor Name Contract Number 

Incident Reporter 
Name Title 

Phone Mobile 

Email 

Address 

Computer or Data Owner/User 
Name Title 

Phone Email 

Address 
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Provide a description of the incident: 

Type of Incident Detected (check all that apply) 

☐  Virus/malicious code ☐  Unauthorized software ☐  Denial of service attack 

☐  Unauthorized access ☐  User account compromised ☐  Unauthorized physical access 

☐  Confidential data breach ☐  System stolen or lost ☐  Other:  

Information on Affected Systems (if multiple, attach list) 

Type of computer or media: 

☐  Desktop ☐  Laptop/tablet ☐  Server 

☐  Paper document ☐  Portable media (flashdrive, DVD, etc.) 

Was the data or system encrypted? ☐  Yes ☐  N o 

Other information available:  

Incident Assessment 

Was this incident a threat to a critical agency/facility service? ☐  Y es ☐  N o 

Was this incident a threat to a client’s confidentiality? ☐  Y es ☐  N o 

How many individual records are involved?    

How many individual (patients) are impacted? 

If the number of individual (patients) impacted is over 500, 
does the security incident impact more than 500 individuals 
who live in the same state? ☐  Yes ☐  N o 

Are any of the individuals impacted minors? ☐  Y es ☐  N o 

Sensitivity of the Data Residing on System (Check for “Yes”) 

☐ Names of applicants or recipients of DHS services?  (Iowa Code § 217.30) 

☐ An individual’s first name or first initial and last name?  (Iowa Code ch. 715C) 

☐ Information concerning the social or economic conditions or circumstances of particular 
individuals who are now receiving or have received services or assistance from DHS? 
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(Iowa Code § 217.30) 

☐ Information received for verifying income eligibility and amount of medical assistance payments 
regarding a particular individual?  (42 CFR § 431.300) 

☐ Drivers’ license numbers or other unique identification number created or collected by a 
government body?  (Iowa Code ch. 715C) 

☐ State identification numbers? 

☐ Any unique identification number created or collected by a governmental agency? 
(Iowa Code ch. 715C) 

☐ Unique electronic identifier or routing code, in combination with any required security code, 
access code, or password that would permit access to an individual’s financial account? 
(Iowa Code ch. 715C) 

☐ Any unique identification number created or collected by a governmental agency?  
(Iowa Code ch. 715C) 

☐ Information about an identifiable individual’s diagnosis or treatment for HIV or AIDS? 
(Iowa Code § 141A.9) 

☐ Information about an identifiable individual’s treatment for substance abuse?  (42 CFR pt. 2) 

☐ Addresses of applicants or recipients of DHS services?  (Iowa Code § 217.30) 

☐ Details of the types of services or amounts of assistance provided to identifiable individuals?  
(Iowa Code § 217.30) 

☐ Agency evaluations of information about a particular identifiable individual?  
(Iowa Code § 217.30) 

☐ Medical or psychiatric data, including diagnosis and past history of disease or disability, 
concerning a particular individual?  (Iowa Code § 217.30) 

☐ Social security numbers?  (Iowa Code ch. 715C) 

☐ Child abuse information, assessments, or reports? 

☐ Financial account numbers, credit card numbers, or debit card numbers that were disclosed 
along with a security code or some form of password that would permit access to an individual’s 
financial accounts?  (Iowa Code ch. 715C) 

☐ Unique biometric data, such as a fingerprint, retina or iris image, or other unique physical 
representation or digital representation of biometric data?  (Iowa Code ch. 715C) 

☐ Information created or received by a division of DHS covered by HIPAA regulations that relates 
to care provided or physical or mental status of an identifiable individual or with which you 
reasonable believe could be used to identify the individual?  (HIPAA regulations) 

☐ Information about an identifiable individual’s mental health?  (Iowa Code chs. 228, 229) 

☐ Information received in connection with the identification of legally liable third party resources of 
an identifiable individual?  (42 CFR §§ 431.300-431.307). 

Notifications 

Was local law enforcement notified? ☐  Yes ☐  N o 

Was supervisor notified? ☐  Yes ☐  N o 
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Actions Taken To-Date 

What actions have been taken to mitigate any damage from this breach or to protect against further 
breaches?     

When completed, save all changes, attach, and email to: 

mailto:dcoving@dhs.state.ia.us


Breach Notification Action Plan 
Incident name: 
Discovery Date:  

 Updated: 6/13/13 

(Incident Name)  
Breach Notification Action Steps 

Responsibility 
- LEAD 

Recommended 
Timeline and/or 

completed 
Date Completed 

1. Notify Governor’s office. PIO with IRT 
input. 

As soon as 
possible, with 

DHS CIO 
approval. 

2. Courtesy notification to OCIO-ISO (Information Security Office). ISPO 

Immediately 
following 
notification to 
Gov’s office. 

3. 

Notification Letters to individuals impacted. Business Unit 

(As soon as 
possible and no 

later than 60 
days of 

discovery) 
a) Develop list of individuals  –  types of data Business Unit 
b) Develop draft letter Business Unit 
c) Decisions:

i. Offer credit monitoring service?
ii. Who signs notification letter?

iii. What hotline to use for questions ? (develop script)

IRT 

d) Final draft of letter – review and approve IRT 

e) Set up and run mail merge Business Unit 
f) Fold, stuff, meter – letter in mail.

Business Unit 

4. 

Q and A for website: (one to two days after notification letters are 
mailed) PIO 

a) Send out 1st draft of FAQ for group review PIO 

b) Send out final version for posting on website PIO 

c) Publish FAQ on DHS website. PIO 

5. 

News Release: (one to two days after notification letters are 
mailed) PIO 

a) Send out 1st draft of news release for group review PIO 

b) Send out final version for posting on web and sending to
prominent media outlets PIO 
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c) Send to prominent media outlets and publish on DHS 
website. PIO   

6. 
If credit monitoring is provided, develop contract with Experian (or 
utilize existing Master Agreement with vendor established by DAS 
or DHS) 

Business Unit   

7. Iowa Concern Hotline:  make arrangements and develop script. Business Unit   

8. Notify HHS Secretary, via HHS.gov webpage when letters are 
mailed  http://ocrnotifications.hhs.gov/  ISPO   

9. HHS-OCR Investigation – DHS will be notified approx. 30 to 60 days 
following notification date.   ISPO   

 
Incident Response Team (IRT): 

1. Business Unit-Name of Data Custodian or Designee 
2. ISPO 
3. PIO 
4. AG 

 
Support personnel: 
1. DHS CIO 
2. DHS Division Administrator 

http://ocrnotifications.hhs.gov/
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