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WILLKIE FARR & GALLAGHER u» 1875 K Street, L.

Washington, DC 20006-1238

Tel: 202 303 1000
Fax: 202 303 2000

January 6, 2025

By email

Consumer Protection Division
Security Breach Notifications

Office of the Attorney General of lowa
1305 E. Walnut Street

Des Moines, lowa 50319-0106
consumer@ag.iowa.gov

To whom it may concern,

I write on behalf of Gulshan Management Services, Inc. (“GMS”), a company headquartered in
Sugar Land, Texas, to provide a report regarding a breach of security that affected certain of GMS’s
systems. Based on its investigation, GMS has determined that the personal information of lowa residents
may have been impacted.

On or about September 27, 2025, an unknown threat actor was able to encrypt portions of the
GMS network with Qilin ransomware (the “Incident”). With the help of third-party IT security
professionals, GMS was able to rebuild its systems from known-safe backups. GMS’s investigation
determined that the source of the Incident was a successful phishing attack carried out against a GMS
employee.

Once GMS confirmed that its systems were restored and secure, it began working with a forensic
investigator to review the files that may have been accessed by the unauthorized third party to determine
the extent to which personal or other sensitive information may have been implicated. GMS has
determined the compromised information includes individuals’ names, addresses, dates of birth, social
security numbers, and drivers’ license or similar government identification numbers.

In response to the incident, GMS reset all access credentials to the affected networks, increased
restrictions on privileged access to systems, revised its data retention and minimization practices, and
installed additional threat-monitoring software. GMS is also providing notice to individuals whose
personal information is known to have been impacted by the Incident that explains the steps individuals
can take to minimize potential risks, including monitoring financial accounts and credit reports. This
notice also includes information concerning how individuals can access complimentary credit monitoring
services.

Willkie Farr & Gallagher LLP represents Gulshan Management Services, Inc. with respect to the
Incident. Please contact us if you have any further questions.
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GMS claims confidential treatment for this letter and the information contained herein or attached

hereto (together, the “Confidential Material”). The Confidential Material is furnished pursuant to [owa
Code § 715C. Accordingly, GMS hereby requests, pursuant to lowa Code § 22.7(50), that the
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Confidential Material and all other documents and communications provided to your office with regard to
this matter be afforded confidential treatment.

In accordance with Iowa Code § 22.7(50) and other applicable laws and regulations, GMS
submits the Confidential Material to your office with the request that it be kept in a non-public file and
that only staff of your office have access to it. Should your office receive any request for any of the
Confidential Material, pursuant to lowa Code § 22, or otherwise, GMS requests that the undersigned be
immediately notified of such request, and be furnished a copy of all written materials pertaining to such
request (including but not limited to the request and any determination relating thereto), and that GMS be
given an opportunity to object in advance to any such disclosure.

Should your office be inclined to grant such a request, GMS requests that at least ten (10)
business days’ advance notice of any such decision to enable us to pursue any remedies that may be
available to us. In such event, GMS requests that you use email rather than rely upon the United States
mail for such notice. You may make such notification directly to the undersigned. If your office is not
satisfied that the enclosed materials are exempt from disclosure, GMS stands ready to supply further
particulars, and to request a hearing on the claim of exemption.

The Confidential Material and the information contained herein remain the property of GMS.
Accordingly, we request that these items (and all copies thereof) be returned after your office has
completed its efforts on this matter. Furthermore, the production of the Confidential Material to your
office is not intended to, and does not, waive any privilege or protection. The requests set forth in the
preceding paragraphs also apply to any memoranda, notes, transcripts or other writings of any sort that are
made by, or at the request of, any employee of your office (or any other government agency) and which
(1) incorporate, include or relate to any of the Confidential Material; or (2) refer to any conference,
meeting or telephone conversation between GMS’s current or former employees, representatives, agents,
auditors or counsel on the one hand, and employees of your office (or any other government agency) on
the other, relating to the Confidential Material.

The Confidential Material is provided in an effort to facilitate ongoing discussions between GMS
and your office. GMS reserves all rights.

Sincerely,

Danded K Né»wug
Daniel Alvarez

Willkie Farr & Gallagher LLP
202.303.1125
dalvarez@willkie.com



