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Office of the Attorney General of Towa

Director of the Consumer Protection Division

Hoover State Office Building -
1305 E. Walnut St. :

Des Moines, IA 50319

Re:  Incident Notification

Dear Sir or Madam:

We are writing on behalf of McAlister’s Corporation, Moe’s Stores LLC, Schlotzsky’s
Stores LLC, as well as entities that are franchisees (collectively, the “Restaurant Brands™), to notify
your office of a security incident potentially involving Iowa residents.

The Restaurant Brands initially notified their customers on August 20, 2019 that they were
investigating a payment card security incident involving some of their corporate and franchised
restaurants. They immediately began an investigation, took action to identify and stop the
unauthorized activity, and forensic investigation firms were engaged. They also notified law
enforcement and the payment card networks. ,

A thorough investigation is being conducted and is nearly complete. It appears that
unauthorized code designed to copy payment card data from cards used in person was installed in
certain corporate and franchised restaurants at different times over the general period of April 11,
2019 to July 22, 2019. The unauthorized code was not present at all locations, and at most
locations it was present for only a few weeks in July. The unauthorized code searched for track
data read from the magnetic stripe of a payment card as it was being routed through a restaurant’s
server. The code often found the part of track data that contains the card number, expiration date,
and internal verification code, and sometimes it found the part that also includes the cardholder
name. It is possible the code did not find every card that had been used at each location during the
time frames involved.
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Although the locations and time frames involved were able to be identified, the specific
individuals potentially involved in the incident were not. Consequently, the Restaurant Brands
will be providing substitute notice to their consumers today, October 2, 2019, by issuing a press
release and posting statements on their websites. Copies of the press release and website
statements are attached. The websites will contain a tool that customers can use to look up the
locations and time frames involved. In addition, the Restaurant Brands: have established a
dedicated call center that customers can call with questions about the 1nc1dent

To help prevent a similar incident in the future, the Restaurant Brands quickly took
measures to contain the incident, remove the unauthorized code, and are working to implement
measures to further enhance payment card security. Please do not hesitate to contact me if you
have any questions regarding this matter.

Sincerely,

i

Craig A. Hoffman
Partner

Enclosure

4848-1624-8998.1



PRESS RELEASE

FOR IMMEDIATE RELEASE
McAlister’s Deli, Moe’s Southwest Grill, and Schlotzsky’s Provide Update About Payment Card Incident

ATLANTA, GA—October 2, 2019 -~ McAlister’s Deli, Moe’s Southwest Grill, and Schlotzsky’s today provided
additional information regarding the payment card security incident we initially notified customers of on
August 20, 2019.

We immediately began an investigation, took action to identify and stop the unauthorized activity, and
forensic investigation firms were engaged. Law enforcement and the payment card networks were
notified.

A thorough investigation is being conducted and is nearly complete. It appears that unauthorized code
designed to copy payment card data from cards used in person was installed at certain corporate and
franchised McAlister’s Deli, Moe’s Southwest Grill, and Schlotzsky’s restaurant locations at different times
over the general period of April 11, 2019 to July 22, 2019. The unauthorized code was not found at all
locations, and at most of the locations where it was found it was present for only a few weeks in July 2019.
The unauthorized code searched for track data read from the magnetic stripe of a payment card as it was
being routed through a restaurant’s server. The code often found the part of track:data that contains the
card number, expiration date, and internal verification code, and sometimes it found the part that also
includes the cardholder name. It is possible the code did not find every card that had been used at each
location during the time frames involved.

A list of the locations involved and the respective time frames, which vary by location, is available at
www.mcalistersdeli.com/paymentcardnotification, = www.moes.com/paymentcardnotification, and
www.schlotzskys.com/paymentcardnotification. These sites also provide information about the incident
and additional steps customers may take.

McAlister’s Deli, Moe’s Southwest Grill, and Schlotzsky’s quickly took measures to contain the incident,
remove the unauthorized code, and they are working to implement measures to further enhance payment
card security. Nonetheless, it is always advisable to remain vigilant to the possibility of fraud by reviewing
your payment card statements for any unauthorized activity. You should immediately report any
unauthorized charges to the bank that issued your card, because payment card rules generally provide
that cardholders are not responsible for unauthorized charges reported in a timely manner. The phone
number to call is usually on the back of your payment card. ‘

For more information regarding this incident, customers may visit the sites listed above or call (877) 269-
5073 Monday through Friday between the hours of 9:00 a.m. and 7:00 p.m. ET.

i



Moe’s Master Substitute Notice

[Will appear on: www.moes.com/paymentcardnotification]
October 2, 2019
Notice of Payment Card Security Incident

California residents please click here

Moe’s Southwest Grill values the relationship we have with our customers and understands the
importance of protecting payment card information. We initially notified our cusfomers on August 20,
2019-that we were investigating a payment card security incident involving some\of our corporate and-
franchised restaurants. We immediately began an investigation, took action to ldentlfy and stop the
unauthorized actlwty, and forensic investigation firms were engaged. We also notlfled law enforcement
and the payment card networks. \

A thorough investigation is being conducted and is nearly complete. It appears that unauthorized code
designed to copy payment card data from cards used in person was installed in certain corporate and
franchised restaurants at different times over the general period of Aprll 29, 2019 to July 22, 2019. The
unauthorized code was not present at all locations, and at most locations it was present for only a few
weeks in July. The unauthorized code searched for track data read from the magnetic stripe of a payment
card as it was being routed through a restaurant’s server. The code often found the part of track data
that contains the card number, expiration date, and internal verification code, and sometimes it found
the part that also includes the cardholder name. It is possible the code did not fmd every card that had
~ been used at each location during the time frames involved. A list of the Moe'’s Southwest Grill locations
involved and the respective time frames, which vary by location, is available here. |
At two locations, separate, unrelated, but similar incidents were identified during the investigation. The
time frames for those two locations (one in Hawaii and the other in New Jersey) ca\n be found in the list

referenced above. ‘

It is always advisable to remain vigilant to the possibility of fraud by reviewiné yoéur payment card
statements for any unauthorized activity. You'should immediately report any unauthorized charges to
the bank that issued your card, because payment card rules generally provide that cardholders are not
responsible for unauthorized charges reported in a timely manner. The phone number to call is usually
on the back of your payment card. Please see the section that follows this notice for additional steps you

¢

may take. 1

We quickly took measures to contain the incident, remove the unauthonzed code, and we are working to
implement measures to further enhance payment card security. We regret that this occurred and
apologize for any inconvenience. If you have any questions, please call (877) 269-5073 from 9:00 a.m. to
7:00 p-m. ET, Monday through Friday.

—
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ADDITIONAL STEPS YOU CAN TAKE

We remind you it is always advisable to be vigilant for incidents of fraud or ident

ity theft by reviewing

your account statemerits -and free credit reports for any unauthorized activity. You may obtain a copy of

| . . s .
ree. nationwide credit

report, please
rmation for the three

your credit report, free of charge, once every 12 months from each of the th
reporting companies. To order your annual free
visit www.annualcreditreport.com or call toll free at 1-877-322-8228. Contact infc
nationwide credit reporting companies is as follows:

" Equifax, PO Box 740241, Atlanta, GA 30374, www.equifax.com, 1-800-685-
Experian, PO Box 2002, Allen, TX 75013, www.experian.com, 1-888-397-37
TransUnion, PO Box 2000, Chester, PA 19016, www.transunion.com, 1-800

If you believe you are the victim of identity theft or have reason to believe your pe
been misused, you should immediately contact the Federal Trade Commission
General’s office in your state. You can obtain information from these sources abg
can take to avoid identity theft as well as information about fraud alerts and secur
also contact your local law enforcement authorities and file a police report. Obta
report in case you are asked to provide copies to creditors to correct your record
for the Federal Trade Commission is as follows:

e Federal Trade Commission, Consumer Response Center, 600 Penns

Washington, DC 20580, 1-877-IDTHEFT (438-4338), www.ftc.gov/idtheft

If you are a resident of Connecticut, Maryland, Massachusetts, North Carolina, or
contact and obtain information from your state attorney general at:

Connecticut Attorney General’s Office, 55 Elm Street, Hartford, C]

5318, www.ct.gov/ag

1-410-576-6300, www.o0ag. state md.us

727-8400, www.mass.gov/ago/contact-us.html

North.Carolina Attorney General’s Office, 9001 Mail Service Centre, Raleigh
6000 / 1-877-566-7226, www.ncdoj.gov

4400, www.riag.ri.gov

credit|

Office of the Massachusetts Attorney General, One Ashburton Place, Bost

Rhode Island Attorney General’s Office, 150 South Main Street, Providence,

1111
42 '
-916-8800

rsonal information has
and/or the Attorney
ut steps an individual
ty freezes. You should
n a copy of the police
5. Contact information

vlvania Avenue NW,
Rhode Island, you may

T 06106, 1-860-808-

Maryland Attorney General’s Office, 200 St. Paul Place, Baltlmore MD 21202 1-888-743-0023 /

on, MA 02108, 1-617-

NC27699, 1-919-716-

RI 02903, 1-401-274-

If you are a resident of Massachusetts or Rhode Island, note that pursuant to Massachusetts or Rhode

Island law, you have the right to file and obtain a copy of a police report. You also ha

a security freeze.

If you are a resident of West Virginia, you have the right to ask that nationwid
agencies place “fraud alerts" in your file to let potential creditors and others knc

ve the right to request

e consumer reporting
ow that you may be a




victim of identity theft, as described below. You also have a right to place a security freeze on your credit

report, as described below.

Fraud Alerts: There are two types of fraud alerts you can place on your credit report to put your creditors
on notice that you may be a victim of fraud—an initial alert and an extended alert. You may ask that an
initial fraud alert be placed on your credit report if you suspect you have been, or aﬁe about to be, a victim
of identity theft. An initial fraud alert stays on your credit report for one (1) year. You may have an
extended alert placed on your credit report if you have already been a victim of identity theft with the
appropriate documentary proof. An extended fraud alert stays on your credit repo;rt for seven years. You
can place a fraud alert on your credit report by contacting any of the three national credit reporting
agencies.

Credit Freezes: You have the right to put a credit freeze, also known as a security freeze, on your credit -
file, free of charge, so that no new credit can be opened in your name without the use of a PIN that is
issued to you when you initiate a freeze. A security freeze is designed to prevent pc‘)tential credit grantors
from accessing your credit report without your consent. If you place d security freeze, potential creditors
and other third parties will not be able to'get access to your credit report unless you temporarily lift the
freeze. Therefore, using a security freeze may delay your ability to obtain credit.

There is no fee to place or lift a seéurity freeze. Unlike a fraud alert, you must separately place a security
freeze on your credit file at each credit reporting company. For information and instructions to place a
security freeze, contact each of the credit reporting agencies at the addresses below:

¢ Experian Security Freeze, PO Box 9554, Allen, TX 75013, W\A‘/w.exp'erian.co
TransUnion Security Freeze, PO Box 2000, Chester, PA 19016, www.transu

Equifax Security Freeze, PO Box 105788, Atlanta, GA 30348, www.equifax.

m
nion.com
com

|

To request a security freeze, you will need to provide the following information:

1. Your full name (including middle initial as well as Jr., Sr., II, llI, etc.)

2. Social Security number '

3. Date of birth

4. If you have moved in the past five years, provide the addresses where you have lived over the
prior five years ,

5. Proof of current address such as a current utility bill or telephone bill

6. A legible photocopy of a government lssued identification card (state driver's license or ID card,
military identification, etc.) |

7. [f you are a victim of identity theft, include a copy of the police report investigative report, or

complaint to a law enforcement agency concerning identity theft R

The credit reporting agencies have one business day after receiving your request by
secure electronic means, or three business days after receiving your request by m

toll-free telephone or
ail, to place a security

freeze on your credit report. The credit bureaus must also send written conflrma’non to you within five

business days and provide you with a unique personal identification number (“PIN’
that can be used by you to authorize the removal or lifting of the security freeze.

To lift the security freeze in order to allow a specific entity or individual access to yc
lift a security freeze for a specified period of time, you must submit a request.throug;

number, a secure electronic means maintained by a credit reporting agency, or

)or 'password or both

our credit report, or to
h a toll-free telephone
by sending a written




request via regular, certified, or overnight mail to the credit reporting agencies and include proper
identification (name, address, and Social Security number) and the PIN or passworq provided to you when
you placed the security freeze as well as the identity of those entities or individuals you would like to
receive your credit report or the specific period of time you want the credit repoh available. The credit
reporting agencies have one hour after receiving your request by toll-free telephor‘1e or secure electronic
means, or three business days after receiving your request by mail, to lift the security freeze for those

identified entities or for the specified period of time.

To remove the security freeze, you must submit a request through a toll-free telephone number, a secure
electronic means maintained by a credit reporting agency, or by sending a written request via regular,
certified, or overnight mail to each of the three credit bureaus and include propeIr identification (name,
address, and Social Security number) and the PIN number or password provided tc‘ you when you placed
the security freeze. The credit bureaus have one hour after receiving your request|by toll-free telephone
or secure electronic means, or three business days after receiving your request by mail, to remove the

security freeze.

A Summary of Your Rights Under the Fair Credit Reporting Act: The federal Fai‘r Credit Reporting Act
(FCRA) promotes the accuracy, fairness, and privacy of information in the files of consumer reporting
agencies. There are many types of consumer reporting agencies, including credit bureaus and specialty
agencies (such as agencies that sell information about check writing histories, medi)cal‘ records, and rental
history records). Here is @ summary of your major rights under FCRA. For more information, including
information about additional rights, go to www.consumerfinance.gov/learnmore ’or write to: Consumer

Financial Protection Bureau, 1700 G Street N.W., Washington, DC 20552.

e You must be told if information in your file has been used against you.

e You have the right to know what is in your file.

¢ You have the right to ask for a credit score.

* You have the right to dispute incomplete or inaccurate information.

¢ Consumer reporting agencies must correct or delete inaccurate, incomplete, or unverifiable
information.

e Consumer reporting agencies may not repo'rt outdated negative information.

e Access to your file is limited. - : ’

e You must give your consent for reports to be provided to employers.

* You may limit “prescreened” offers of credit and insurance you get: based on information in your
credit report. : » :

e You have aright to place a “security freeze” on your credit report, which will prohibit a
consumer reporting agency from releasing information in your credit report without your
express authorization. o

e You may seek damages from violators. ‘ .

e Identity theft victims and active duty military personnel have additional rights.




McAlister’s Master Substitute Notice

[Will appear on: www.mcalistersdeli.com/paymentcardnotification]
October 2, 2019
Notice of Payment Card Security Incident

California residents please click here

McAlister’s Deli values the relationship we have with our customers and understands the importance of
protecting payment card information. We initially notified our customers on August 20, 2019 that we
were investigating a payment card security incident involving some of our corpbrate and franchised
restaurants. We immediately began an investigation, took action to identify and stop the unauthorized
activity, and forensic investigation firms were engaged. We also notified law enforcement and the
payment card networks.

A thorough investigation is beihg conducted and is nearly complete. It appears thflt unauthorized code
designed to copy payment card data from cards used in person was installed in ciertain corporate and

franchised restaurants at different times over the general period of April 29, 2019 to July 22, 2019. The
unauthorized code was not present at all locations, and at most locations it was present for only a few
weeks in July. The unauthorized code searched for track data read from the magnetlc stripe of a payment
card as it was being routed through a restaurant’s server. The code often found t“he part of track data
that contains the card number, expiration date, and internal verification code, and sometimes it found
the part that also includes the cardholder name. It is possible the code did not fin%i every card that had
been used at each location during the time frames involved. A list of the McAlister’s Deli locations

involved and the respective time frames, which vary by location, is available here.

It is always advisable to remain vigilant to the possibilit'{/ of fraud by reviewing your-payment card
|

statements for any unauthorized activity. You should immediately report any una‘utuborized charges to

the bank that issued your card, because payment card rules. generally provide that cardholders are not
responsible for unauthorized charges reported in a timely manner. The phone nur:nber to call is usually
on the back of your payment card. Please see the section that follows this notice for additional steps you
may take. ‘ |‘

: o
We quickly took measures to contain the incident, remove the unauthorized code, aind we are working to
implement measures to further enhance payment card security. We regret thét this occurred and
apologize for any inconvenience. If you have any questions, please call (877) 269-5073 from 9:00 a.m. to

7:00 p.m. ET, Monday through Friday. :

/




ADDITIONAL STEPS YOU CAN TAKE

We remind you it is always advisable to be vigilant for incidents of fraud or identity theft by reviewing
your account statements and free credit reports for any unauthorized activity. Yod may obtain a copy of
your credit report, free of charge, once every 12 months from each of the three nationwide credit
reporting companies. To order your annual free credlt‘ report, please
visit www.annualcreditreport.com or call toll free at 1-877-322-8228. Contact qurmation for the three
nationwide credit reporting companies is as follows: ' ’l

s Equifax, PO Box 740241, Atlanta, GA 30374, www.equifax.com, 1-800-685 '1111

s Experian, PO Box 2002, Allen, TX 75013, www.experian.com, 1-888-397- 3742

e TransUnion, PO Box 2000, Chester, PA 19016 www.transunion.com, 1- 800 916-8800

[f you believe you are the victim of identity theft or have reason to believe your personal information has
been misused, you should immediately contact the Federal Trade_Commission‘ and/or the Attorney
General's office in your state. You .can obtain information from- these sources abqut steps an individual
can take to avoid identity theft as well as information about fraud alerts and security freezes. You should
also contact your local law enforcement authorities and file a police report. Obtain a copy of the police
report in case you are asked to provide copies to creditors to correct your records. Contact information

for the Federal Trade Commission is as follows: |

e Federal Trade Commission, Consumer Response Center, 600 Pennsylvania Avenue NW,
Washington, DC 20580, 1-877-IDTHEFT (438-4338), www.ftc.gov/idtheft |

If you are a resident of Connecticut, Maryland, Massachusetts, North Carolina, or Rhodé Island, you may
contact and obtain information from your state attorney general at: ‘

\
. ‘ ‘A
o Connecticut Attorney General’s Office, 55 Elm Street, Hartford, CT 06106, 1-860-808-

5318, www.ct.gov/ag : {
|

. Maryland Attorney General’s Office, 200 St. Paul Place, Baltimore, MD 21202, 1-888-743-0023 /
1-410-576-6300, www.oag.state.md.us .

o Office of the Massachusetts Attorney General, One Ashburton Place, Boston, MA 02108, 1-617-
727-8400, www.mass.gomgo/contact-us;htmI '

e North Carolina Attorney General’s Offlce, 9001 Mall Service Centré Raleigh,|NC 27699, 1-919-716-
6000 / 1-877-566- 7226, www.ncdoj.gov

e Rhode Island Attorney General’s Office, 150 South Main Street, Providence} R1 02903, 1-401-274-
4400, www.riag.ri.gov :

If you are a resident of Massachusetts or Rhode Island, note that pursuant to Mz?ssachusetts or Rhode
Island Taw, you have the right to file and obtain a copy of a pollce report You also have the right to request
a security freeze. :

If you are a resident of West Virginia, you have the right to ask that nationwide consumer reporting
agencies place "fraud alerts" in your file to let potential creditors and others know that you may be a




victim of identity theft, as described below. You also have a right to place a security freeze on your credit
report, as described below:

Fraud Alerts: There are two types of fraud alerts you can place on your credit repor"c to put your creditors
on notice that you may be a victim of fraud—an initial alert and an extended alert. You may ask that an
initial fraud alert be placed on your credit report if you suspect you have been, or ar‘e about to be, a victim
of identity theft. An initial fraud alert stays on your credit report for one (1) year. You may have an
extended alert placed on your credit report if you have already been a victim of ldentlty theft with the
appropriate documentary proof. An extended fraud alert stays on your credit report far seven years. You
can place a fraud alert on your credit report by contacting any of the three natlonal credit reporting

agencies.

Credit Freezes: You have the right to put a credit freeze, also known as a security/freeze, on your credit .
file, free of charge, so that no new credit can be opened in your name without the use of a PIN that is
issued to you when you initiate a freeze. A security freeze is designed to prevent pétential credit grantors
from accessing your credit report without your consent. If you place a security freeze, potential creditors
and other third parties will not be able to get access to your credit report unless yfou temporarily lift the

freeze. Therefore, using a security freeze may delay your ability to obtain credit.

There is no fee to place or lift a security freeze. Unlike a fraud alert, you must separately place a security
freeze on your credit file at each credit reporting company. For information and instructions to place a
security freeze, contact each of the credit reporting agencies at the addresses below:

¢ Experian Security Freeze, PO Box 9554, Allen, TX 75013, www.experian.com
¢ TransUnion Security Freeze, PO Box 2000, Chester, PA 19016, www.transunion.com
e Equifax Security Freeze, PO Box 105788, Atlanta, GA 30348, www.equifax.com

To request a security freeze, you will need to provide the following information:

1. Your full name (including middle initial as well as Jr., 5r., 11, IlI, etc. )

2. Social Security number

3. Date of birth

4. If you have moved in the past five years, provide the addresses where you have lived over the
prior five years

5. Proof of current address such as a current utility bill or telephone bill

6. A legible photocopy of a government issued identification card (state driver's license or ID card,
military identification, etc.) ! .
7. If you are a victim of |dent|ty theft, includé a copy of the police report, investigative report, or
complaint to a law enforcement agency concerning identity theft '

The credit reporting agencies have one business day after receiving your request by toll-free telephone or
secure electronic means, or three business days after receiving your request by m}ail, to place a security
freeze on your credit report. The credit bureaus must also send written confirmation to you within five
business days and provide you with a unique personal identification number (“PIN") or password or both

that can be used by you to authorize the removal or lifting of the security freeze.

To lift the security freeze in order to allow a specific entity or individual access to your credit report, or to
lift a security freeze for a specified period of time, you must submit a request through a toll-free telephone
number, a secure electronic means maintained by a credit reporting agency, or by sending a written




request via regular, certified, or overnight mail to the credit reporting agenciés and ‘include proper
identification (name, address, and Social Security number) and the PIN or password provided to you when
you placed the security freeze as well as the identity of those entities or individuals you would like to
receive your credit report or the specific period of time you want the credit rep‘orl‘t available. The credit
reporting agencies have one hour after receiving your request by toll-free telephc)r!\e or secure électronic
means, or three business days after receiving your request by mail, to lift the security freeze for those

identified entities or for the specified period of time. . 1

To remove the security freeze, you must submit a reque'st through a toll-free telephone number, a secure
electronic means maintained by a credit reporting agency, or by sending a writteén request via regular,
certified, or overnight mail to each of the three credit bureaus and include proper identification {(name,
address, and Social Security number) and the PIN number or password provided to you when you placed
the security freeze. The credit bureaus have one hour after receiving your request.‘by toll-free telephone
or secure electronic means, or three business days after recelvmg your request by mail, to remove the
security freeze. '

A Summary of Your Rights Under the Fair Credit Reporting Act: The federal Fair Credit Reporting Act
(FCRA) promotes the accuracy, fairness, and privacy of information in the files of consumer reporting
agencies. There are many types of consumer reporting agencies, including credit bureaus and specialfy
agencies (such as agencies that sell information about check writing histories, medijcal records, and rental
history records). Here is a summary of your major rights.under FCRA. For more information, including
information about additional rights, go to www.consumerfinance. gov/learnmore | or write to: Consumer
Financial Protection Bureau, 1700 G Street N.W., Washington, DC 20552. |

1

e You must be told if information in your file has been used against you. ‘

e You have the right to know what is in your file. ,

¢ You have the right to ask for a credit score. i

¢ You have the right to dispute incomplete or inaccurate information. |

e Consumer reporting agenues must correct or delete inaccurate, incomplete, or unverifiable
information. i

¢ Consumer reporting agencies may not report outdated negative mformatlon

e  Access to your file is limited. ]

e You must give your consent for reports to be provnded to employers. '

e You may limit “prescreened” offers of credlt and insurance you get based on information in your

credit report. !

e You have a right to placea “security freeze” on your credit report, which W|II prohibit-a
consumer reporting agency from releasing information in your credit report without your
express authorization. !

* You may seek damages from violators. |

e Identity theft victims and active duty military personnel have additional rlghts

S
1




Schlotzsky’s Master Substitute Notice

[Will appear on: www.schIotzskys.com/paymentcardnotificationI]
October 2, 2019

Notice 6f Payment Card Securtty lncidént

California residents please click here:

Schlotzsky’s values the relationship we have with our customers and understands the importance of
protecting payment card information. We initially-notified our customers on August 20, 2019 that we
were investigating a payment card security incident involving some of our corporate and franchised
restaurants. We immediately began an investigation, took action to identify and 'stop the unauthorized
activity, and forensic investigation firms were engaged. We also notified law enforcement and the

payment card networks. }
]

A thorough investigation is being conducted and is nearly complete. It appears that unauthorized code
designed to copy payment card data from cards used in person was installed in ,certam corporate and
franchised restaurants at different times over the general period of April 11, 2019: to July 22, 2019. The
unauthorized code was not present at all locations, and at most locations it was present for only a few
weeks in July. The unauthorized code searched fortrack data read from the magnejtic stripe of a payment
card as it was being routed through a restaurant’s server. The code often foundjthe part of track data
that contains the card number, expiration date, and internal verification code, ar‘id sometimes it found
the part that also includes the cardholder name. It is possible the code did not fir;id every card that had
been used at each location during the time frames involved. A list of the Schlotzsky’s locations involved
and the respective time frames, which vary by location, is available here. '

i

At one location in Kansas, a separate, unrelated, but similar incident was iidentified during the .

investigation. The time frame for that location is included in the list of locations and time frames that you

can find by following the “Payment Card Notification” link on the Schlotzsky’s hom!epage.

i
|

It is always advisable to remain vigilant to the possibility of fraud by reviewinfg your payment card
statements for any unauthorized activity. You shauld immediately report any un:autho‘rized charges to
the bank that issued your card, because payment card rules generally provide that cardholders are not
responsible for unauthorized charges reported in a timely manner. The phone ndmber to call is usually
on the back of your payment card. Please see the section that follows this notice for additional steps you
may take. : i

i

We quickly took measures to contain the incident, remove the unauthorized code, and we are‘working to
implement measures to further enhance payment card security. We regret that this occurred and
apologize for any inconvenience. If you have any questions, please call (877) 269- 5073 from 9:00.a.m. to
7:00 p.m. ET, Monday through Friday.

|
|
!
|
|
|
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ADDITIONAL STEPS YOU CAN TAKE

We remind you it is always advisable to be vigilant for incidents of fraud or identity theft by reviewing
" your account statements and free credit reports for any unauthorized a‘ctivify. You may obtain a copy of-
your credit report, free of charge, once every 12 months from each of the three nationwide credit
reporting companies. To order  your annual . free credit report, please
visit www.annualcreditreport.com or call toll free at 1-877-322-8228. Contact information for the three
nationwide credit reporting companies is as follows: B

{
_ . i
o Fquifax, PO Box 740241, Atlanta, GA 30374, www.equifax.com, 1—800—685-1111"1
e Experian, PO Box 2002, Allen, TX 75013, www.experian.com, 1-888-397-3742

] 1
e TransUnion, PO Box 2000, Chester, PA 19016, www.transunion.com, 1—80q-916-8800

<
If you believe you are the victim of identity theft or have reason to believe your personal information has
been misused, you should immediately contact the Federal Trade Commission 'and/or the Attorney
General's office in your state. You can obtain information from these sources about steps an individual
can take to avoid identity theft as well as information about fraud alerts and securi‘ty freezes. You shpuld
also contact your local law enforcement authorities and file a police report. Obtain a copy of the police
report in case you are asked to provide copies to creditors to correct your records’ Contact information

fqr the Federal Trade Commission is as follows: i
1
I

e Federal Trade Commission, Consumer Response Center, 600 Pennsylvania Avenue NW,
Washington, DC 20580, 1-877-IDTHEFT (438-4338), www.ftc.gov/idtheft l
{
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If you are a resident of Connecticut, Maryland, Massachusetts, North Carolina, or Rhode Island, you may
contact and obtain information from your state attorney general at: 1
|

e Connecticut Attorney General’s Office, 55 Elm Street, Hartford, CT 06106, 1-860-808-

5318, www.ct.gov/ag i

o Maryland Attorney General’s Office, 200 St. Paul Place Baltimore, MD 21202, 1-888-743-0023 /
' 1-410-576-6300, www.oag.state:md.us : !

o Office of the Massachusetts Attorney General, One Ashburton Place, Boston, MA 02108, 1-617-
727-8400, www.mass.gov/ago/contact-us.html '

e North Carolina Attorney General’s Office,'9001 Mail Service Centre, Raleigh,|NC 27699, 1-919-716-
6000 / 1-877-566-7226, www.ncdoi.gov .

¢ Rhode Island Attorney General’s Office, 150 South Main Street, Prov1dence<f R102903, 1-401-274-
4400, www.riag.ri.gov

If you are a resident of Massachusetts or Rhode Island, note that pursuant to Massachusetts or Rhode
Istand law, you have the right to file and obtaln a copy of a police report. You also have the right to request

a security freeze.. _ - f

i
If you are a resident of West Virginia, you have the right to ask that nationwide consumer reporting

agencies place "fraud alerts" in your file to let potential creditors and others know that you may be a




victim of identity theft, as described below. You also have a right to place a security freeze on your credit
report, as described below. '

Fraud Alerts: There are two types of fraud alerts you can place on your credit report to put your creditors
on notice that you may be a victim of fraud—an initial alert and an extended aIert! You may ask that an-
initial fraud alert be placed on your credit report if you suspect you have been, or ar‘e aboutto be, a victim
of identity theft. An initial fraud alert stays on your credit' report for one (1) year You may have an
extended alert placed on your credit report if you have already been a victim of l‘dentlty theft with the
appropriate documentary proof. An extended fraud alert stays on your credit report for seven years. You
can place a fraud alert on your credit report by contacting any of the three natwronal credit reporting

agencies. ‘
|

Credit Freezes: You have the right to put a credit freeze, also known as a security 1freeze, on your credit
file, free of charge, so that no new credit can be opened in your name without the use of a PIN that is
issued to you when you initiate a freeze. A security freeze is designed to prevent pdtential credit grantors
from accessing your credit report without your consent. If you place a security freeze potential creditors
and other third parties will not be able to get access to your credit report unless you temporarily lift the

freeze. Therefore, using a security freeze may delay your ability to obtain credit.

There is no fee to place or lift a security freeze. Unlike a fraud alert, you must separately place a security
freeze on your credit file at each credit reporting company. For information and instructions to place a
security freeze, contact each of the credit reporting agencies at the addresses belo‘w

e Experian Security Freeze, PO Box 9554, Allen, TX 75013, www.experian. cor’n

¢ TransUnion Security Freeze, PO Box 2000, Chester, PA 19016, www. transunlon com

o Equifax Security Freeze, PO Box 105788, Atlanta, GA-30348, www.equifax.com

To request a security freeze, you will need to provide the following information:

1. Your full name (incI'uding middle initial as well as Jr., Sr.; Ii, [ll, etc.) {

2. Social Security number |

3. Date of birth . L :

4. If you have moved in the past five years, provide the addresses where ydu have lived over the
prior five years - |

5. Proof of current address such as a current utility bill or telephone bill |

6. A legible photocopy of a government issued identification card (state drivér's license or 1D card,

military ldentlflcatlon etc.) |
7. If you are a victim of idéntity theft, include a copy of the police report, lnvestlgatlve report, or
complaint to a law enforcement agency concerning identity theft |

The credit reporting agencies have one business day after receiving your request by toll-free telephone or
secure electronic means, or three business days after receiving your request by m‘all to place a security
freeze on your credit report. The credit bureaus must also send written conflrmatlon to you within five
“business days and provide you with a unique personal identification number (“PIN’f) or password or both

that can be used by you to authorize the removal or lifting of the security freeze. |

To lift the security freeze in order to allow a specific entity or individual access to y(f)'ur credit report, or to
lift a security freeze for a specified period of time, you must submit a request through a toll-free telephone
number, a secure electronic means maintained by a credit reporting agency, or] by sending a written
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request via regular, certified, or overnight mail to the credit reporting ag‘encie‘s and include proper
identification (name, address, and Social Security number) and the PIN or password|provided to you when
you placed the security freeze as well as the identity of those entities or individuals you would like to
receive your credit report or the specific period of time you want the credit repont available. The credit
reporting agencies have one hour after receiving your request by toll-free telephone or secure electronic
means, or three business days after receiving your request by mail, to lift the seéurity freeze for those
identified entities or for the specified period of time. ‘
To remove the security freeze, you must submit a request through a toll-free telephone number, a secure .
electronic means maintained by a credit reporting agency, or by sending a written request via regular,
certified, or overnight mail to each of the three credit bureaus and include pro‘per: identification (name,
address, and Social Security number) and the PIN number or password provided to you when you placed
the security freeze. The credit bureaus have one hour after receiving your request by toll-free telephone
or secure electronic means, or three business days after receiving your request by mail, to remove the

security freeze.

A Summary of Your Rights Under the Fair Credit Reporting Act: The federal Fair Credit Reporting Act
(FCRA) promotes the accuracy, fairness, and privacy of information in the files of consumer reporﬁng
agencies. There are many types of consumer reporting agencies, including credit bureaus and specialty
agencies (such as agencies that sell information about check writing histories, medijcal records, and rental
history records). Here is a summary of your major rights under FCRA. For more information, including
information about additional rights, go to www.consumerfinance.gov/learnmore or wnte to: Consumer

Financial Protection Bureau, 1700 G Street N.W., Washington, DC 20552. |

\

e You must be told if information in your file has been used against you. }

e You have the right to know what is in your file. ‘

¢ You have the right to ask for a credit score. ‘

e You have the right to dispute incomplete or inaccurate information. |

e Consumer reporting agencies must correct or delete inaceurate, lncomplete or unverifiable
information.

e Consumer reporting agencies may not report outdated negative information.

e Access to your file is limited. ,

e You must give your consent for reports to be provided to employers.

s You may limit “prescreened” offers of credit and insurance you get based on information in your
credit report. ‘ ' . ‘

» You have aright to place a ”schrity freeze” on your credit report, which will prohibit a
consumer reporting agency from releasing information in your credit report without your
express authorization. '

e You may seek damages from violators.

s Identity theft victims and active duty military personnel have additional rights.




