
 

 
 

                                                                                         702 SW 8th Street 

  Bentonville, AR 72716-0160 

 

 
October 21, 2020 

 

Office of the Attorney General of Iowa 

Hoover State Office Building 

1305 E. Walnut Street 

Des Moines IA 50319 

 

To whom it may concern: 

In accordance with Iowa Code § 715C.1-2, I am writing on behalf of Sam’s Club to notify you of a 

recent data security issue. 

 

On September 24, 2020, Sam’s Club learned that in the previous week, an unauthorized party used 

certain members’ login credentials (email address and password) to access their Sam’s Club accounts.  

Based on the company’s investigation, Sam’s Club believes the credentials the unauthorized party 

used were stolen from sources unrelated to Sam’s Club and were not obtained from Sam’s Club.  The 

unauthorized party used these stolen credentials to conduct fraudulent transactions involving certain 

members’ Sam’s Club Cash Rewards.  In addition to the login credentials that were stolen from 

sources outside of the Sam’s Club environment, the unauthorized party may have accessed certain 

information in members’ accounts, including names, phone numbers, postal addresses, Sam’s Club 

online membership IDs, membership types, Cash Rewards (balances, amounts earned and spent), and 

membership expiration dates. 

 

Sam’s Club contacted law enforcement and promptly took a number of steps to protect potentially 

affected members.  Within a day of detecting the issue, the company sent emails to these members 

indicating that Sam’s Club had reset their online passwords due to suspicious activity on their 

accounts.  The company is issuing a new Sam’s Club membership number to certain affected 

members.  In addition, Sam’s Club has implemented certain fraud defense measures with respect to 

Cash Rewards balances including placing a temporary hold on any Cash Rewards currently in certain 

members’ accounts.  The company continues to monitor for suspicious activity and has encouraged 

affected members to change their passwords for other online accounts (e.g., email, banking or social 

media) if they used login credentials similar to those that they used for their Sam’s Club membership 

accounts.   

 

There are approximately 2,616 Iowa residents whose Cash Rewards accounts were affected by this 

issue.  Enclosed for your reference is a draft copy of the notification letter being mailed to these 

individuals, and Sam’s Club has arranged to offer them complimentary identity protection and credit 

monitoring services. 

 

Please do not hesitate to contact me if you have any questions.   

 

Very truly yours, 

 



Eric Brewer, Senior Director 

Public Affairs and Government Relations  

Office: 479.312.8235, Fax: 479.204.9812 

Eric.Brewer@Wal-Mart.com 
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